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Medtech Market Entry Considerations in Low- and Middle-Income Countries

Facilitated by: Jon Mark Walls

DISCLAIMER: dEEGtal is included in this report as an illustrative case study, not as the subject of a
formal business recommendation. The company has voluntarily worked with us to help conceptualize
the paper and provide context on Al-assisted EEG technology, but our analysis should not be read as a
recommendation that dEEGtal enter Kenya, establish operations in an LMIC, or pursue a specific
market-entry strategy.

1.  INTRODUCTION AND CASE-STUDY OVERVIEW

Al has rapidly integrated our lives and is already transforming healthcare by improving access to

diagnostics and personalized treatment, reducing clinical workload and enabling more informed

decision-making (Fahim et al., 2025). Yet, research shows that only 2% of published articles on Al
application to healthcare refer to LMICs (Fahim et al., 2025).

From the perspective of private Al MedTech companies, the reluctance to enter LMICs markets is totally
understandable. We believe, however, that profitability and social impact should not be seen as
competing objectives. Careful consideration of the local healthcare system, regulations, economic
potential and cultural specificities can enable companies to establish profitable operations in LMICs,
while contributing to the reduction of health inequities.

This paper, therefore, aims to establish a framework for Al MedTech companies on LMIC market entry,
listing the most important aspects to consider in this process. As a case study, we analyze the potential
entry of dEEGtal - a start-up developing an Al-assisted electroencephalography analysis tool for epilepsy

diagnosis, into the Kenyan market.
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2.1 Public Health

Any Al MedTech company entering an LMIC market must demonstrate how its technology serves the
three core WHO health system goals: improving population health, providing financial and social risk
protection, and ensuring responsiveness to population needs and expectations, while maintaining
coverage and equity(Murray 2000). The following steps provide a structured pathway for responsible
market entry:

2.1.1 Needs Assessment and Impact Analysis. A needs assessment establishes whether the technology
is required by the populations and health systems it would serve. This is a distinct exercise from impact
assessment and must come first. It should be conducted at three levels: patients, providers (including
community health workers, who are frequently absent from assessments despite being the primary
frontline interface), and systems. The needs of each group may differ significantly and must be
understood independently before any alignment is attempted.

Once need is established, companies must model the impacts of introducing the technology. A rigorous
impact assessment considers whether the technology will improve diagnosis and treatment outcomes;
whether it will increase or reduce out-of-pocket costs; whether it will support or deskill health workers;
and whether it will reach marginalised populations or deepen existing disparities. The World Economic
Forum and London School of Economics 2026 white paper documents the de-skilling risk specifically:
routine exposure to Al-assisted diagnosis can reduce clinicians' independent capabilities(van Kessel,
2026). In LMICs, where specialist capacity is already severely constrained, this risk is magnified and
must be planned for explicitly.

2.1.2 LMIC Co-Design and Capacity Building. LMIC clinicians, patients, and community health workers
must be embedded in the development process, not consulted after the fact. If development has
already occurred, local adaptation is required before deployment. This is not a cosmetic exercise: an
EEG analysis tool trained exclusively on European patient data may fail to recognise seizure patterns
caused by neurocysticercosis or cerebral malaria, conditions common in sub-Saharan Africa but absent
from Western training datasets. Local clinical validation, conducted in the target country on the target
population, is the minimum standard for responsible deployment. Anything less risks deploying a tool
that performs well in trials but fails patients in practice.

Capacity building must be built into market entry plans from the start, training programs for community
health workers and clinicians, ongoing technical support, and development of local technical expertise
that reduces long-term dependency. Al-enabled health systems also require a broader ecosystem: data
scientists, medical device engineers, digital health specialists. Investing in this workforce creates
sustainable employment and reduces structural dependency.

2.1.3 Monitoring, Evaluation, and Adaptive Management. Every deployment must be accompanied by a
rigorous monitoring and evaluation framework tracking not only adoption metrics but meaningful

health outcomes: diagnostic accuracy in the local population, treatment initiation rates, patient
outcomes, equity of access, and workforce impacts. This reflects the core argument of the World
Economic Forum and London School of Economics 2026 white paper: the winners of the Al race in
health will be those who first identify and pursue outcomes that matter to patients and professionals
and build the governance architecture to deliver them(van Kessel, 2026). Adaptive management
requires a clear protocol for iteration, redesign, or exit. An honest exit plan is not a sign of failure; it is a
sign of responsible deployment.



WHO frameworks, including the Global Strategy on Digital Health, SMART Guidelines, and the WHO/ITU
Focus Group on Al for Health, and HealthAl's Global Regulatory Network provide the institutional
infrastructure for each step (WHO, 2021; Mehl, 2021; ITU, 2025; HealthAl).

2.2 Financing and Economic Feasibility

Financial considerations extend beyond affordability to encompass the economic viability of market
entry and long-term commercialization. This section covers financial feasibility through three
dimensions: market attractiveness, reimbursement, and procurement pathways.

2.2.1 Market Attractiveness. The first step for assessing entering a market is evaluating the
epidemiological and diagnostic gap, i.e the market attractiveness. For Al-driven medical innovations,
market assessment needs to extend beyond disease burden, as healthcare system capacity determines
the realistically addressable market (Marwaha et al., 2022). Commercial potential depends on three
dimensions: (1) disease burden and target population, (2) healthcare capacity, including infrastructure,
equipment and skilled personnel, and (3) operational readiness, including digital infrastructure and
workforce capabilities. Given limited primary data availability, market estimates should combine
regional benchmarks, comparable countries, and scenario analysis to account for uncertainty (Chi,
2022).

2.2.2 Reimbursement Pathway. Financial sustainability in LMICs is closely linked to the reimbursement
pathway. WHO and the World Bank highlight that over-reliance on out-of-pocket (OOP) payments limits
financial protection and equitable access (WHO, 2025), making it an unsustainable model for scaling
healthcare innovations. Sustainable business models therefore typically depend on pooled financing
mechanisms, such as national health insurance, government procurement, or public-private
partnerships (Africa CDC, 2025). Where reimbursement pathways are not yet established,
demonstrating cost-effectiveness and broader health-system efficiency is critical. Positioning diagnostic
Al as an investment that reduces downstream costs and improves resource allocation can strengthen
adoption by Ministries of Health and Finance (Atiku & Olakotan, 2026).

2.2.3 Procurement Pathway. The medical procurement system indicates the route to the market and
dictates the distribution and pricing strategy for the company. In centralized systems, securing a
national tender can provide broad market access and predictable demand due to larger order volumes
(OECD, 2000). However, this creates challenges including high entry barriers for smaller firms,
dependence on a single buyer, potential reimbursement delays, and pricing pressure that may reduce
margins. Missing a major tender can also delay access to the public market for years. Moreover, missing
the tender might lock the company out of the public market for years. In decentralized systems,
companies can engage directly with local providers and benefit from faster procurement processes, but
must manage multiple purchasing decisions and fragmented market access (OECD, 2000).

2.4 Macroeconomic risk. In addition, macroeconomic factors such as inflation and exchange-rate
fluctuations may increase the long-term cost of implementation, particularly where technologies rely
on imported software or cloud-based services (World Bank, 2025).

2.3 Technological Readiness

Technological aspects are pivotal to consider for the market entry of a Medtech product. These are
connectivity and infrastructure, the digitalisation of the public sector as well as the hardware facilities in
health institutions.



2.3.1 Connectivity. While 58% of the world population are utilising mobile internet, differences persist
for DCs moving from coverage to a usage gap as additional 38% have broadband connectivity but do
not use it (Shanahan & Bahia 2025). Consulting the mobile connectivity index of GSMA for a chosen
market entry can greatly facilitate medtech product considerations. Beyond broadband infrastructure,
reliable energy access, in terms of fluctuations or outages, is crucial for powering medical equipment
particularly those exceeding the urban landscape (Franco et al., 2017). The Multi Tier Framework (MTF)
provides insights on a country’s energy status and whether the energy service is usable from a
household perspective (Bhatia & Angelou, 2015).

2.3.2 Data. As Al MedTech technologies often require that health records are digitalized, the company’s
data environment needs to be understood. This is particularly important for training the model which
makes the existence of local data essential. The WHO recommends the FAIR framework for data
management and stewardship: data should be Findable, Accessible, Interoperable and Reusable (WHO,
2026; GO FAIR, 2022). Additionally, data protection regulations vary by country, both in the
classification of health data as well as security requirements for the handling of that data. The data
regulation framework therefore applied here is made up of three levels. L1: No centralised data
protection regulation or sufficiently strict data protection regulations that make training and use of the
technology very difficult to impossible. Minimal to no training data exists and cybersecurity of data
holdings is minimal. L2: Centralised data protection regulation with additional strict data protection
regulations, often treating health data as a special type of sensitive data (e.g. GDPR). Training data
exists and is securely protected. L3: Centralised data protection regulation with health data considered
as sensitive data. Training data is FAIR and securely protected, regularly undergoing phishing and cyber
security testing.

2.3.3 Hardware. The hardware readiness framework maps out what a medical facility actually needs,
physically and technologically, before a device like dEEGtal can be deployed. We split this into three
levels. At L1, Absence of Infrastructure, a facility has no formal power distribution, no reliable fuel
supply chain, and often not even piped water. Rural facilities sit here far more often than urban ones
(WHO, 2023), and this is where hardware medtech implementation meets the most resistance, not
because the clinical need is lower, but because there's nothing to build on yet. L2, Basic Equipment, is
the point where a power core, generators and separated life-safety, critical, and equipment branches
(Trystar, 2023), exists alongside a network core: routers, switches, firewalls, and proper hospital cabling
[2]. Once these two cores are in place, implementation becomes realistic, provided the local hospital
can support it. L3, Fully Equipped, is an established clinical ecosystem: defibrillators, patient monitors,
surgical instruments, and diagnostic tools including X-ray, ultrasound, MRI, CT, ECG, and EEG (WHO,
n.d.) (AliMed, 2024). This is where a new device faces the least resistance on entry, since the
surrounding infrastructure already exists. Mapped onto this, the EEG-specific pathway looks like this: at
L1, rural areas with no power supply, deployment isn't viable at all. At L2, power and network cores are
in place, so the device can run on generator or battery power and transmit over the hospital's existing
connectivity (scalp electrodes = computer/monitors — clinical response). At L3, the full ecosystem is
present and EEG becomes part of the wider diagnostic stack, feeding into a proper e-health platform,
clinical response, and continuous monitoring loop.

2.4 Political, Geopolitical, and Regulatory Risk

2.4.1 Political and Governance. The effectiveness of the government is directly tied to the level of
corruption of a country, which can involve embezzlement, nepotism, and extortion (Ministry of Justice,
n.d.). Economists, public policy makers, and human rights experts should be consulted, but “street
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level” bureaucrats such as social workers and public healthcare professionals who will be involved with
the product in any capacity should also advise the implementation of the product (Runst, 2021).
Importantly, the foreign relationship between the country of the founding company and the target
country should be kept in mind when determining market entry fit. Sanctions, geopolitical restrictions,
and other foreign ownership constraints result in the home country and host country (Council of the
European Union, 2026). Current world events and their predicted impacts in the future, related to the
home or host country, should be analyzed and a plan should be developed to mitigate risks and barriers
for market entry.

2.4.2. Regulatory. Market entry for an Al MedTech company requires a clear understanding of the
target country’s legal and regulatory environment, including privacy and cybersecurity governance,
foreign market entry rules, medical software licensing, labor regulations, tax/reporting obligations, and
environmental compliance (Pharmacy and Poisons Board, n.d.).

2.5 Cultural Context and Considerations

2.5.1 Gender Norms. For a MedTech company entering a new market, gender dynamics matter because
household decision-making power can shape who is able to seek diagnosis, pay for care, and follow
through with treatment.

2.5.2 Trust in the Healthcare System. Trust in the healthcare system also matters because patients and
clinicians may hesitate to adopt biomedical or Al-based tools if they conflict with local beliefs, prior
experiences, or concerns about data and accountability (Azad et al., 2020). If these social factors are
ignored, an Al diagnostic tool may fail to reach the people most in need, especially when household
decision-making power, fear of stigma, or distrust of biomedical and Al-based care limits access to
formal clinical services (Azad et al., 2020).

3. COUNTRY APPLICATION OF FRAMEWORK (KENYA)

According to the World Health Organization (WHO), epilepsy is one of the most common neurological
disorders worldwide, affecting an estimated 50 million people. Moreover, 80% of those affected live in
low- and middle-income countries (WHO, 2024). Yet, the treatment gap of epilepsy in medium- and
low-income settings is above 50% and 75% respectively (The Lancet Regional Health - Western Pacific,
2024).

These statistics underline the importance of timely and accurate diagnosis of epilepsia, since a patient
who is never diagnosed is never treated. Classifying epilepsy, however, is an inherently complex
process, requiring access to reliable testing tools and professional expertise. In middle- and low-income
contexts, therefore, due to the lack of resources, diagnosis of epilepsy might be limited (The Lancet
Regional Health - Western Pacific, 2024).

An established seizure etiology and abnormal electroencephalography (EEG) findings are the primary
predictors of seizure recurrence (WHO, 2024). The EEG records the brain's electrical activity through
scalp electrodes and can pick up abnormal spiking patterns (Mayo Clinic, 2024). dEEGtal’s Al tool works
alongside a conventional EEG recording, flagging abnormal patterns, including subtle seizure activity
that's easy to miss on manual review, to make interpretation faster and more consistent. To make the
underlying technology legible to a non-specialist audience, regulators, hospital administrators,
policymakers, we also built a companion website walking through what EEG is and what dEEGtal's tool

actually consists of. (Link: https://alanavilarmz.github.io/UNGSP 2026 WP1 EEGuide/ )
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Kenya was chosen as a case study, since despite being recognized as Africa’s leading technology hub in
2025, it has a relatively small neurology workforce (Aderinto, 2023). It therefore provides a good
example of a potential destination for dEEGtal and for applying the framework described in Section 2.

3.1 Public Health

Epilepsy affects an estimated 500,000 Kenyans, with an 80% diagnostic gap in Nairobi informal
settlements and a treatment gap of 62-70% in rural areas. The burden falls hardest on adolescents
aged 13-18, unemployed individuals, and those with no formal education. Non-convulsive epilepsy,
already at a 100% diagnostic gap, is systematically invisible to current clinical systems (Kinyanjui et al.,
2024; Ngugi et al., 2012).

Applying the framework to dEEGtal's Kenyan market entry reveals an immediate structural tension at
Step 1. dEEGtal's current product requires connection to an EEG machine to enhance diagnostic
accuracy. Kenya has fewer than 50 EEG machines nationally, almost all concentrated in Nairobi and a
handful of county referral hospitals (WHO Regional Office for Africa, 2023). The 75-80% treatment gap
lives in rural counties where no EEG machine exists within 200 kilometres (Ngugi et al., 2012; Sokhi et
al., 2016). A tool that requires EEG connectivity therefore reaches approximately 5-10% of patients
with epilepsy, those already closest to specialist care, while leaving the majority entirely unreached.
This is the value inversion the WEF/LSE 2026 white paper describes: optimising for what is measurable
rather than what matters (van Kessel et al., 2026).

The framework surfaces three options: tertiary deployment in urban facilities as a clinically valuable but
equity-limited tool; redesign toward a lightweight community-level version operable without EEG on
basic smartphones by community health workers; or a staged approach combining both. Kenya's Digital
Health Act 2023 (Republic of Kenya, 2023), its 100,000-strong community health volunteer network
(WHO Regional Office for Africa, 2023), and KEMRI's clinical research infrastructure provide the
institutional foundation for whichever path is chosen. Kenya's devolved health system, 47 county
governments each with independent health budgets, means national regulatory approval is necessary
but not sufficient: county-level engagement is required for any deployment to reach scale.

3.2 Financial

3.2.1 Market Attractiveness: Epilepsy affects an estimated 500,000 Kenyans, with an 80% diagnostic
gap in Nairobi informal settlements and a treatment gap of 62-70% in rural areas. The burden falls
hardest on adolescents aged 13-18, unemployed individuals, and those with no formal education. Non-
convulsive epilepsy, already at a 100% diagnostic gap, is systematically invisible to current clinical
systems (Kinyanjui et al., 2024; Ngugi et al., 2012). However, the potential user base of the product
extends beyond confirmed epilepsy cases to include patients presenting with seizure-like symptoms,
unexplained loss of consciousness, episodic confusion, and other paroxysmal events — all of which
require EEG to determine whether epilepsy is present or to rule it out. Based on Kenyan EEG data,
approximately 30% of recordings show abnormal findings, while 70% are normal, suggesting that EEG
workflows include both epilepsy-related diagnosis and broader neurological assessment (Lehn-Schigler
et al., 2026). Using this distribution as an assumption, the broader diagnostic population could
represent approximately 1.6 million potential clients. Assuming 50 EEG machines in Kenya and a
throughput of 1,250-3,000 studies per machine per year, the national EEG market can serve
approximately 62,500-150,000 patient studies annually, or about 100,000 in the base case (Miskin et
al., 2015).
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3.2.2 Reimbursement pathway: Long-term financial sustainability for dEEGtal will depend on
integration into Kenya’s evolving pooled health financing system. The Social Health Authority (SHA),
established under the Social Health Insurance Act (2023), replaces the National Health Insurance Fund
(NHIF) and aims to expand universal health coverage through strategic purchasing and pooled financing
(Government of Kenya, 2024; Government of Kenya, 2025). This creates a more favorable environment
for digital diagnostics, as payment can shift away from out-of-pocket spending toward institutional
reimbursement. However, reimbursement pathways for Al-assisted diagnostics remain under
development, making evidence of cost-effectiveness and health-system efficiency critical for adoption.

3.2.3 Procurement pathway: Kenya’s healthcare procurement is largely centralized, with county
governments playing a significant role in purchasing medical supplies and services (Mirangi Kiambo et
al., 2024). To access the public market, Al diagnostic solutions require regulatory approval through the
Pharmacy and Poisons Board. International regulatory approvals, such as US FDA authorization, may
support a more streamlined review process (Pharmacy and Poisons Board, n.d.). Successful market
entry will therefore depend on navigating both regulatory approval and public procurement processes.

3.3 Technological Readiness

3.3.1 Connectivity: In Sub-Saharan Africa, Kenya is among the leading nations on health technology
innovations, particularly as the country has a widespread mobile phone utilisation enabling accessibility
to the mobile health platform (mHealth). Disparities remain between urban and rural contexts on
internet connectivity, high implementation costs and a lack of public awareness on digital health
solutions (Agbeyangi & Lukose, 2025). The mobile connectivity index demonstrates Kenya's advanced
role in the region (GSMA). Datapoints such as the network coverage of 98 out of 100 emphasise the
country's wide 4G population coverage. For the EEG reading, connectivity is negligible. Only when
communication occurs between the headquarters and a team on-site, mobile broadband presents
importance. Yet, reliable energy access remains a crucial part of the EEG reading and dEEGtal’s analysis.
Kenya’s MTF report reveals a clear urban-rural disparity of household energy access as well as regular
energy disruptions via outages or other voltage fluctuations (Dubey et al., 2020). Bearing in mind to
reassess and investigate the latest data.

3.3.2 Data: Kenya’s data protection regulation defines health as sensitive data under the Data
Protection Act (2021), which provides guidelines similar to EU’s GDPR (2016) but without the strict
technical requirements. Additional regulations are in progress that require that datasets for Al training
be representative of the intended patient population. Health records are digitalized as part of the
Digital Health Act (2023), and have been previously used to develop other Al MedTech technologies,
such as the deployment of Al-powered X-rays in 2025 (Kenya Pharmacy and Poisons Board, 2025). An
initial assessment of Kenya's data environment would therefore be L3, dependent on the availability of
the EEG data and existence of cybersecurity measures.

3.3.3 Hardware: Access to medical hardware in Kenya varies significantly between urban and rural
populations. In cities, hospitals such as Nairobi Hospital and Aga Khan University Hospital operate
dedicated EEG clinics, while rural areas largely lack access to this technology (). Smartphone-based EEGs
have been piloted to extend access to rural areas but are not yet adopted (Enkhtsetseg et al., 2026).
Because of this disparity, the hardware assessment ranges from L1 to L3 depending on region.

3.4. Political and Regulatory Risk: Kenya appears moderately ready for dEEGtal’s market entry because

it has recently strengthened its digital health infrastructure through the Digital Health Act, which

created a national framework for health data governance, interoperability, and digital health services

(Digital Health Act, 2023). However, because dEEGtal is Al-powered medical software for EEG analysis,
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the company would need to comply with Kenya’s medical device software regulations, including
requirements related to safety, cybersecurity, data protection, Al/ML performance, and post-market
monitoring (Pharmacy and Poisons Board, 2026). dEEGtal should consult Kenyan health regulators,
neurologists, hospital administrators, data-protection experts, and frontline healthcare workers
because implementation will depend not only on formal approval, but also on hospital workflows,
clinician trust, affordability, and local EEG capacity (Runst, 2021). Overall, Kenya is a promising market,
but dEEGtal should enter through a regulated pilot that addresses clinical validation, patient data
privacy, and accountability for Al-supported diagnosis. For dEEGtal, these rules would shape not only
whether the company can legally operate in Kenya, but also how it stores patient EEG data, hires or
partners locally, secures regulatory approval, reports revenue, and manages any hardware-related
environmental responsibilities.

3.5 Cultural Considerations:

3.5.1 Gender norms: Gender dynamics represent a significant but often overlooked barrier to equitable
healthcare access and by extension, to the effective deployment of Al diagnostic tools. In Kenya, as
across much of sub-Saharan Africa, men typically hold decision-making authority over household health
expenditures. Women are the primary caregivers responsible for identifying and monitoring illness but
face limited autonomy due to male authority and financial control, with men’s roles as household heads
and financial providers granting them ultimate decision-making power over healthcare access (Azad et
al., 2020). If a tool requires a formal clinical setting, referral from a provider or out-of-pocket or
insurance-backed expenditure, this dynamic is directly relevant. A woman or female caregiver who
recognizes a seizure disorder may not have the financial autonomy to pursue diagnostic services
without male household authorization (Azad et al., 2020).

Inaccurate beliefs about the causes of epilepsy, stigma, treatment costs, distance from care, life stage
and gender also play a role in the massive epilepsy treatment gap (Wabulya et al., 2024). Epilepsy in
particular carries profound social stigma across East African contexts. Culturally driven health-seeking
behaviours contribute to a low rate of epilepsy diagnosis, as well as poor access to treatment and are
thought to be key contributors to the treatment gap (Samia et al., 2019). Fear of stigma is likely to
discourage those affected from seeking medical attention, with children and adolescents being
disproportionately affected (Samia et al., 2019). Stigma manifests as social exclusion, barriers to
healthcare and reduced quality of life, disproportionately affecting vulnerable groups such as women,
the less educated and those with early-onset epilepsy (Alege et al., 2026).

For a medical Al tool, these dynamics have concrete implications. A diagnostic tool that confirms
epilepsy may inadvertently expose patients to social stigma, creating perverse disincentives to seek
diagnosis in the first place. Deployment strategies must therefore incorporate community sensitization
and stigma-reduction programming, not as an add-on, but as a prerequisite to clinical rollout. Engaging
community health volunteers to provide culturally grounded education about epilepsy’s neurological
causes before a diagnostic tool is introduced could be a great first step in shifting the beliefs that drive
avoidance.

3.5.2 Trust in the Healthcare System: Trust in a formal healthcare system is complex and layered.
Traditional medicine remains the first point of care for up to 80 per cent of populations in sub-Saharan
Africa, largely due to affordability and cultural acceptance (Wanza, 2026). In the context of epilepsy
specifically, failure to seek biomedical treatment was associated with holding traditional animistic
religious beliefs, reporting negative attitudes about biomedical treatment and living more than 30
kilometres from health facilities (Mbuba et al., 2012).
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Trust in Al-mediated diagnostics introduces a further layer of complexity beyond trust in biomedicine
generally. Lower scores were reported for regular utilization of Al disease prediction capabilities and
staff trust in Al-generated predictions, highlighting the need for greater staff sensitization (Tira &
Kihara, 2025). If clinicians themselves harbour scepticism about Al-assisted EEG interpretation, patient-
level trust is even less likely to follow automatically (Tira & Kihara, 2025), an implication that is
important for dEEGtal.

Kenya's evolving digital health ecosystem offers both cause for cautious optimism and pointed
warnings. Kenya's 2025 draft Al Strategy explicitly identifies healthcare as a priority sector and stresses
data sovereignty, yet health communication and trust-building remain underdeveloped (Addie &
McNealy, 2025). Critically, none of the existing frameworks explicitly engage with epistemic justice and
the question of whose knowledge is legitimized and how cultural expertise is incorporated into systems
(Addie & McNealy, 2025). A tool developed in Geneva like dEEGtal that is validated on European or
North American datasets and deployed by foreign operators risks being perceived as an extension of
what scholars describe as digital colonialism: technological systems that extract data and impose
frameworks without genuine local co-ownership (Addie & McNealy, 2025).

Implications for dEEGtal: Trust cannot be assumed or purchased through marketing. It must be built
through co-design with Kenyan clinicians, community health volunteers and patient communities,
through transparent data governance that guarantees data sovereignty; through local clinical
validation; and through honest communication about what dEEGtal can and cannot do (Wabulya et al.,
2024; Smith-Sreen et al., 2026). A phased pilot approach, beginning with trusted tertiary institutions
like Kenyatta National Hospital or Moi Teaching and Referral Hospital, where digital health innovations
have been previously piloted, would allow trust to develop organically before broader rollout is
attempted.

4. CONCLUSION

In this report, bringing medical technology into LMICs is not solely a question of whether a technology
is functional. The questions should also explore how the surrounding systemes, clinical facilities, financial
status, technological readiness in connectivity, hardware, and data, but also cultural matters, are part of
the integration of new ideas, concepts, and technology.

In well-developed ecosystems, an Al tool is more of a new layer added to the workflow, but in an LMIC,
it has to work alongside gaps in infrastructure, financing, and regulation, as well as the cultural and
social constraints of the regions of interest. Therefore, the question is not whether the technology
works, but rather whether the system around it is ready to hold it. Based on this report, several factors
have to line up.

As such, dEEGtal, a Swiss-based start-up, served as an example to test these new Al technologies. The
case explores the possibility of implementation in a country such as Kenya, which has access to fewer
than 50 EEG machines at a national level, almost all of them in Nairobi. A large share of the treatment
burden falls on rural counties with no EEG access at all, whereas an urban approach appears to offer a
more immediate possibility for integration.

dEEGtal's financial sustainability depends on integrating into Kenya's financing system and clearing both
regulatory approval and procurement processes, none of which are guaranteed, given that Al-
diagnostic reimbursement pathways are still developing. Even if financed, the tool creates no value if
the population most affected can't reach a facility that has it.
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From a cultural perspective, the problem of adoption does not come from technical accuracy. The real
barrier may be stigma, health spending, and layered distrust (e.g., western medicine, Al, and foreign-
developed tools), all of which can suppress uptake regardless of diagnostic performance. Responsible
deployment requires treating community trust-building and local co-design as prerequisites.

Therefore, in conclusion, the integration of novel technologies in LMICs requires a more holistic
analysis, one that includes not just the innovation perspective but also how financial, cultural, and
infrastructural aspects shape the integration of these new tools.
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ANNEX

Individual Opinion by Laura Ospina Ceron

2.5.1 Health Beliefs and Traditional Practices. Although the framework acknowledges the importance of
stakeholder engagement and local validation, it approaches implementation primarily from a
biomedical and institutional perspective. This reflects the implicit assumption that healthcare systems
operate mainly through formal health institutions and that scientific evidence alone insufficient to
promote the adoption of new technologies. However, in many LMICs, health-related decisions are
shaped by a much broader social and cultural ecosystem in which traditional medicine, local knowledge
systems, religious beliefs, family networks, and community norms play a central role. Consequently,
one of the greatest barriers to implementing Al-based medical technologies is cultural legitimacy. A
diagnostic tool may demonstrate excellent clinical performance and still fail if it cannot be integrated
into local understandings of illness, healing, and trust.

Although the framework proposes a robust public health approach, it continues to rely primarily on a
biomedical and institutional vision of development. This perspective assumes that technological
innovation, regulation, and scientific evidence are sufficient to transform healthcare systems. However,
research in medical anthropology, critical development studies, and global health has consistently
shown that technologies are never implemented in a social, political, or cultural vacuum. Health
interventions are embedded within power relations, colonial histories, diverse knowledge systems, and
different conceptions of health and well-being.

2.5.2 Decolonial Health Context. The framework is grounded in evidence-based medicine and WHO
standards, both of which are essential for ensuring quality of care and patient safety. However, these
standards are primarily rooted in the Western biomedical paradigm, where disease is understood as a
biological disorder that should be diagnosed through scientific procedures and treated with medical
interventions. This perspective is not universal. In many societies, health is understood as the result of
the interaction between physical, spiritual, environmental, social, and cultural dimensions. When Al
technologies are implemented without recognizing these belief systems, they may be perceived as
disconnected from local realities and, consequently, face resistance or limited acceptance.

1. Traditional Medicine as Part of the Healthcare System

The framework identifies governments, regulators, healthcare professionals, and community health
workers as the key stakeholders involved in the co-design process. However, in many contexts these
actors do not represent the healthcare system in its entirety.

Traditional healers, traditional birth attendants, religious leaders, herbalists, community authorities,
and elders are often the first point of contact for healthcare. Many patients move between traditional
and Western medicine, combining both approaches according to their needs, experiences, and beliefs.
Ignoring these therapeutic pathways results in incomplete needs assessments and may lead to an
overestimation of the actual reach and adoption of Al-based medical technologies.

2. Historical Critiques of Western Medicine

Resistance to Western medicine should not automatically be interpreted as misinformation or
irrationality. In many countries, there is a historical legacy of colonialism, unethical medical
experimentation, unequal access to healthcare, and asymmetric power relations.
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Today, these concerns also extend to what has been described as data colonialism: the fear that the
clinical data of local populations will be used to improve algorithms developed by foreign companies
without the resulting benefits being returned to the communities that generated those data.
Therefore, trust constitutes not only a technological challenge but also a political and social one.

Local Knowledge

Another limitation of the framework is that it conceptualizes local adaptation primarily as clinical
validation using locally generated data. However, community knowledge also constitutes a valuable
form of evidence.

Communities possess knowledge about disease patterns, barriers to healthcare access, seasonality,
stigma, caregiving practices, and cultural factors that are rarely captured in the datasets used to train Al

algorithms.

Incorporating this knowledge can improve both the design and the implementation of Al-based
solutions.

Al Does Not Operate in a Cultural Vacuum
Algorithms may classify diseases with high accuracy, but people interpret diagnoses through their own
cultural frameworks. An Al system capable of detecting epilepsy, for example, may still fail if the

condition is socially understood as spiritual possession, divine punishment, or a source of stigma.

Therefore, the success of Al depends not only on technical accuracy but also on its cultural
compatibility.

Community Trust as a Public Health Outcome

In addition to measuring diagnostic accuracy, financial sustainability, and equity, the framework should
incorporate indicators related to social trust, such as:

- The level of community trust in Al.

- Cultural acceptance of Al-based diagnostic technologies.

- Perceived legitimacy of Al-generated recommendations.

- Participation of community leaders and traditional practitioners.

- Integration of local knowledge throughout the co-design and implementation processes.

Beyond the Conventional Development Paradigm
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Critical development scholars challenge the assumption that there is a single universal pathway to
progress. Alternative paradigms, such as Buen Vivir (Good Living), propose understanding well-being
through the relationships between people, communities, and nature, rather than measuring success
solely in terms of economic growth or technological innovation.

From this perspective, classifications such as "high-income countries" and "low- and middle-income
countries (LMICs)" oversimplify highly diverse realities and reproduce historical hierarchies of power.
These categories can encourage the assumption that solutions developed in the Global North should be
transferred to the Global South, while overlooking local capacities, knowledge systems, and forms of
social organization.

The Political Construction of Development and Al

Artificial intelligence is often presented as a technical solution to health challenges. However, many
health problems are primarily rooted in political and structural factors, including poverty, inequality,
armed conflict, territorial exclusion, underinvestment in public services, and weak institutions. There is
a risk of transforming political problems into technical ones, shifting attention away from their
structural causes toward the adoption of new technologies.

This logic echoes longstanding critiques of conventional development and the so-called tyranny of
experts: the tendency to privilege solutions designed by international experts while minimizing
democratic participation and the knowledge generated by local communities themselves.

Critique of Top-Down International Aid

Historical experience shows that many international development programmes have failed because
they were designed by external institutions without sufficiently understanding local priorities. This top-
down approach reproduces relationships of dependency and reinforces power asymmetries between
those who produce knowledge and those who are expected to receive interventions.

Responsible Al implementation requires horizontal processes of knowledge co-production in which
communities participate not merely as beneficiaries or data providers but as actors with genuine
decision-making power.

Medical Anthropology and Medical Pluralism

Medical anthropology demonstrates that medicine is not culturally neutral. Western biomedicine
represents only one among many possible systems for understanding illness and well-being.

In many LMICs, traditional medicine, Indigenous knowledge systems, religious practices, and Western
medicine coexist. This medical pluralism means that patients frequently move between different forms
of healthcare according to their beliefs, available resources, and lived experiences. Focusing exclusively
on the biomedical system results in incomplete assessments of the population's actual healthcare
needs.

Local Knowledge and Health Ontologies

Local knowledge should not be regarded as a barrier to innovation but as a legitimate form of evidence.
Communities possess valuable knowledge about disease patterns, environmental conditions, cultural
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barriers, stigma, and caregiving practices that is rarely captured in the clinical datasets used to train Al
algorithms.

Likewise, different societies hold distinct ontologies of health and well-being. While biomedicine
typically defines disease as an individual biological condition, many communities understand illness as
the result of spiritual, social, familial, or environmental relationships. Ignoring these differences limits
both the legitimacy and the long-term sustainability of Al-based health technologies.

Towards a Pluriverse of Health Innovation

Rather than assuming that there is a single correct model of innovation, the concept of the pluriverse
recognizes the coexistence of multiple legitimate ways of producing knowledge and organizing
healthcare systems. From this perspective, responsible Al implementation should engage with diverse
epistemologies, integrate local knowledge systems, respect traditional practices whenever they are
compatible with patient safety, and promote genuinely intercultural co-design processes.

Rather than adapting communities to technology, the challenge is to adapt technology to the diversity
of worlds, knowledge systems, and ways of understanding health.

The framework provides a robust analysis of regulatory, epidemiological, and governance dimensions
but could be strengthened by incorporating a more critical perspective on development, the coloniality
of knowledge, and epistemic diversity. A truly responsible approach to Al in healthcare should not be
limited to validating algorithms in local settings; it should also question who defines health problems,
whose knowledge is considered legitimate, and how power and the benefits of technological innovation
are distributed.

Critical Reflection

Overall, the framework effectively addresses structural barriers such as governance, regulation,
infrastructure, financing, and capacity building. However, it pays relatively limited attention to the
cultural determinants of health.

A truly context-sensitive framework should recognize that the successful implementation of Al depends
not only on technical performance and regulatory compliance but also on whether technologies are
perceived as culturally legitimate, socially acceptable, and respectful of local knowledge systems.
Rather than viewing traditional practices as obstacles, they should be understood as valuable sources of
knowledge and as potential partners in the co-design and implementation of Al-based healthcare
innovations.
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1 Al Supply Chains: Uncovering and addressing the hidden
costs of Al development

1.1 Introduction

Across the globe, Artificial Intelligence (Al) has emerged as a technology transforming societies,
economies and daily lives, with many opportunities and challenges still being explored in these
domains. In this context, Al solutions are often perceived as immaterial technologies, depending on
little to no physical resources, an account which resonates with wider narratives of immateriality
associated with digitalization (Coyle 1997; Ensmenger 2018; Negroponte 1996). However, despite the
prevalence of such accounts, the existence and development of Al technologies rest on extensive but
often invisibilized global supply chains that are deeply material, mobilizing a wide range of physical and
human resources, and raising numerous social, labour and environmental risks. Given the exponential
increase in Al use and the growing economic, social and geopolitical power of Al companies, it is critical
to map and analyze the risks in these supply chains, so as to ensure that this technology develops
within planetary boundaries while advancing SDGs. As such the following document shall analyze these
social, labour and environmental dimensions across the supply chains of three popular Al products.

1.2 Case study 1: Uncovering the supply chains of voice assistants

1.2.1 Mapping the supply chain

The development of Al voice assistants relies on an extensive global supply chain that mobilizes
significant material resources and human labour, with social and environmental costs at each stage.
This section traces this supply chain across its four main phases (Figure 1).
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Figure 1. Mapping the supply chain of voice assistants®
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Sourcing inputs: At the initial upstream phase of this supply chain, inputs such as raw materials are
sourced to create the future components of the hardware and digital infrastructure supporting Al voice
assistants. This involves mining and refining key minerals and metals such as rare earth metals, silicon,
cobalt, copper tungsten and gold (Integrated Microfabrication Lab n.d.; Manthey 2025; SEC 2017).

Building the technology: The second phase is focused on building the technologies that sustain voice
assistants, which can be divided into two further subcategories: the development of electronic
components (hardware), and the development of the Al voice assistant in itself (software). In the first
case, hardware components such as microphones, speakers, circuit boards, and Al-accelerator chips are
produced, to be placed in a shell made from moulded plastic and aluminium (Manthey, 2025). The
second case involves developing, training and deploying the actual Al voice assistant, which begins with
the collection of voice data from users, hired speakers and other audio sources (Day et al. 2019; Jee
2019). These recordings are then transcribed, cleaned and labelled by human annotation teams so that
spoken language can be converted into structured training data. The resulting datasets are then used to
train and fine-tune models for speech recognition, language understanding, dialogue management and
speech generation (Day et al. 2019; Jee 2019; Panay 2025). Once evaluated and integrated into
products, the assistant is deployed to users, whose interactions may generate further data for
monitoring, improvement and retraining.

Manufacturing and logistics: In the third phase, the device is manufactured. This includes the assembly
of parts, quality validation, as well as the boxing and shipping of the products. Al voice assistant devices
are contract-manufactured through intensive labour, primarily in East Asian countries like China (Day
2018). Quality control and packaging follow standard procedures involving a combination of
automatisation and manual checks. The coordination of products shipping to their destination is
handled by the internal logistics division of the company, with Al forecasting demands and deciding the
quantity in production (Emilio 2026).

1 Access the interactive map here: https://claude.ai/public/artifacts/b88b96a4-cc30-4dc3-aelf-
9cd32d1f8fa5
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Go-to-market and lifecycle: In the fourth and final stage, the device reaches its destination, however,
its lifecycle does not end there. Once the product is sold through the company's store, third-party retail,
online or in person, the customer connects the product to their company account and home network.
This starts a cycle of inference and finetuning: the software learns the customers specific preferences,
and adjusts its behaviour and response pattern to optimise itself as a home assistant over time. At the
same time, the customer trains the underlying software through their interactions, which are
transcribed, annotated and fed as training data back into phase two (Tubaro and Casilli 2022). Both
human agents and Al chatbots serve as customer support. At the end of the device's life, its parts are
returned, recycled and/or disposed of.

1.2.2 Identifying hidden costs across the supply chain

Sourcing inputs: While the supply chains behind Al voice assistants are rarely fully mapped, their social
and environmental costs are even harder to trace. One of the more well-documented stages lies
upstream, in the mining of minerals used in digital devices and infrastructures. This includes tin,
tantalum, tungsten and gold, which are subject to conflict-mineral due diligence because their
extraction has been linked to armed groups and conflict financing, especially in and around the
Democratic Republic of Congo (SEC 2017). Mining also carries labour risks, including accidents, toxic
exposure, long shifts, low pay, weak protections and, in some contexts, child or forced labor (Integrated
Microfabrication Lab n.d.; Manthey 2025; Savinova et al. 2023; SEC 2017). Its environmental impacts
include water depletion and contamination, land degradation and habitat loss, toxic tailings and
processing waste, and emissions from extraction, processing and transport. Other minerals used in
batteries, speakers and electronic components, including cobalt, lithium and rare earth elements, raise
further concerns around concentrated supply and environmental pressure. Together, these risks show
that Al systems depend on extractive processes long before data collection or model training begins
(Ang Li Ern et al. 2024; Azadi et al. 2023).

Building the technology: This second phase shifts the risks from extraction to manufacturing, data work
and computation. On the hardware side, labour risks include demanding employment conditions in
electronics manufacturing, such as repetitive factory work, long hours, low pay and subcontracting, as
well as occupational health and safety risks linked to exposure to chemicals, fine particles and industrial
processes (Day 2018). Environmental risks can be grouped into hardware resource demand, including
electricity and water use in semiconductor and electronics production; pollution and waste, including
chemical residues and production scrap; and climate impacts linked to energy-intensive fabrication,
assembly and transport (Chamberlain 2019; Day 2018; Smith 2025).

On the software side, voice-data collection raises privacy, consent and surveillance concerns, while
transcription and annotation can depend on low-paid, precarious and largely invisible data labor (Casilli
et al. 2022; Day 2019; Eadicicco 2016; Hern 2019; Jee 2019; Tonella 2025). Training, deployment and
continuous use add further environmental pressure through data-centre electricity demand, cooling
requirements, server turnover and related emissions (Morley et al. 2018).

Manufacturing and logistics: The manual tasks in the assembly phase are mostly outsourced. Although
contract manufacturers tend to require a Supplier Code of Conduct, allegations of precarious work
conditions such as illegal overtime or underage work have been raised, reporting the involvement of
teenagers in breach of local labour laws (Chamberlain 2019).

Go-to-market and lifecycle: Risks associated with the last phase of the supply chain reach from the
customers’ living rooms to the annotators' workplaces. The mostly female Al assistant voices have been
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found to promote gender stereotypes, painting women as obedient and eager to help (UNESCO and
EQUALS Skills Coalition 2019). Since the devices collect audio data to feed back into the training phase,
as well as user data that can be used to adjust recommendations, advertisement and personal services,
this raises serious privacy concerns (Day et al. 2019; Hern 2019; Jee, 2019). The technology shows the
same increasing environmental footprint as all Al use, causing detrimental costs in regards to water,
land, and climate (“Al's environmental costs threaten water, land and climate,” 2026). The workers
involved in annotating the audio are mostly engaged in unstable repetitive microtask-work, validating
the automatic transcription (Tubaro and Casilli 2022). This labour includes the confrontation with
possibly emotionally distressing audio, such as witnessing sexual assault (Day et al. 2019).

1.3 Case study 2: Uncovering the supply chain of military applications of LLMs

1.3.1 Mapping the supply chain

OpenAl was established in 2015 as a nonprofit for profit hybrid dedicated to ensuring that artificial
general intelligence benefits humanity. Since January 2024, however, it has expanded into defence and
national security markets by removing explicit prohibitions on military applications from its usage
policies (CNBC 2024), culminating in a US$200 million Department of Defense contract in June 2025 and
a February 2026 agreement with the United States Department of War (CNBC 2026). Its flagship model,
ChatGPT, launched in November 2022, provides a useful case study for examining the hidden costs of Al
supply chains because its development depends on a global network spanning critical mineral
extraction, semiconductor manufacturing, cloud infrastructure, outsourced data annotation, and
government deployment. While this supply chain enables advanced Al capabilities, it also externalizes
significant labour, environmental, and governance costs that remain largely invisible to end users
(Figure 2).

2

Figure 2. ChatGPT Supply Chain Process

Source: Authors’ own elaboration

Raw material extraction: ChatGPT's hardware depends on cobalt, lithium, copper, and rare earth
elements. Cobalt extraction is concentrated in the Democratic Republic of Congo, which supplies over
70% of global output, through a mix of artisanal, small-scale, and industrial mining operations (Sovacool
2021). Rare earth elements are sourced primarily from China, while lithium is extracted mainly in Chile
and Australia. These raw materials are processed and sold to semiconductor manufacturers before
entering the chip fabrication stage.

Hardware manufacturing: Refined minerals are transformed into semiconductors, a stage dominated
by TSMC, which produces around 90 percent of the world's most advanced chips. OpenAl's computing

2 Access interactive map here: https://claude.ai/public/artifacts/054df656-77b3-41ec-b812-
23f735289563
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infrastructure relies primarily on NVIDIA GPUs, alongside AMD and Broadcom hardware. The company
is expanding its Stargate infrastructure while developing a custom inference chip, codenamed Titan,
fabricated on TSMC's 3 nm process and expected to enter production in late 2026.

Data center operations: Assembled hardware is deployed in data centers, primarily on Microsoft Azure
infrastructure, alongside OpenAl's own Stargate campuses under construction in Texas, New Mexico,
and Wisconsin. This stage completes the physical infrastructure chain linking mineral inputs and chip
fabrication to the operational compute capacity that trains and serves ChatGPT.

Data labeling labor: Once infrastructure is operational, models require human labelled data to improve
performance and safety. OpenAl contracted Sama to employ Kenyan workers between 2021 and 2022
to classify harmful text and images for ChatGPT's moderation systems (Time 2023). This business
process outsourcing model now coexists with platform based systems such as Scale Al's Outlier, which
recruits independent contractors worldwide for data annotation, reinforcement learning from human
feedback, and model evaluation (Forbes 2025). Unlike traditional outsourcing, platform workers bear
unpaid training time, irregular task availability, and limited labour protections, leading to multiple
lawsuits alleging wage theft and poor working conditions (AlgorithmWatch 2025).

Model development & policy pivots: In January 2024, OpenAl removed explicit prohibitions on military
and warfare use from its usage policies. In June 2024, retired General Paul Nakasone, former NSA
Director and U.S. Cyber Command chief, joined OpenAl's board and its Safety and Security Committee.
In December 2024, OpenAl announced a partnership with defense contractor Anduril to deploy Al
systems for national security applications.

Government contracting: OpenAl signed a US$200 million contract with the Department of Defense in
June 2025 covering both warfighting and enterprise applications under its OpenAl for Government
initiative. In February 2026, following the collapse of Anthropic's negotiations with the Pentagon,
OpenAl concluded a second agreement to deploy its models on the Department of War's classified
network. After criticism, CEO Sam Altman acknowledged that the initial contract language had "looked
opportunistic and sloppy," prompting subsequent revisions.

End-use surveillance: The February 2026 agreement prohibits mass domestic surveillance, autonomous
weapons targeting, and certain high stakes automated decisions while requiring compliance with FISA,
Executive Order 12333, and the Fourth Amendment. Deployment occurs through OpenAl Public Sector
LLC using a cloud API architecture rather than direct battlefield integration. Nevertheless, the
agreement authorizes use on classified government networks to support data analysis, situational
awareness, and military decision making (Forbes, 2026). OpenAl argues that cloud based deployment,
rather than edge deployment, prevents its models from operating as fully autonomous weapons
(OpenAl 2026).

1.3.2 Identifying hidden costs across the supply chain

Labour Risks: Labour risks emerge at two distinct points in the Al supply chain: upstream mineral
extraction and midstream data work. At the upstream level, production of advanced semiconductors
depends on critical minerals, particularly cobalt from the Democratic Republic of Congo, where
artisanal mining is associated with hazardous conditions, child labour, and weak occupational safety
protections (Sovacool 2021). These workers provide essential inputs for Al infrastructure while
capturing only a minimal share of downstream value. At the midstream level, human labour remains
indispensable for model development. A landmark 2023 Time investigation documented how Kenyan
workers contracted through Sama, an OpenAl subcontractor, were paid between US$1.32 and US$2 per
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hour to label graphic content depicting violence, sexual abuse, and hate speech (Perrigo 2023). Workers
consistently reported psychological distress, insufficient mental health support, and abrupt contract
terminations without pay. Structural conditions deepen the vulnerability: youth unemployment in
Kenya exceeds 67%, and extensive subcontracting and confidentiality agreements further insulate Al
developers from direct accountability while reducing transparency throughout the chain (Rani and
Williams 2026). In response, affected workers established the Data Labelers Association in early 2025,
now representing over 800 members advocating for fair pay, mental health protections, and a platform
code of conduct.

A further hidden cost concerns military end-use opacity. A February 2026 investigation by Rest of
World, in partnership with the Bureau of Investigative Journalism and the Pulitzer Center's Al
Accountability Network, found that gig workers employed by data-annotation firm Appen were largely
unaware that their work fed into U.S. military applications. Joan Kinyua, president of the Data Labelers
Association, identified this as a structural problem: companies rarely disclose to workers who they are
ultimately working for or what the purpose of a given task is. This opacity constitutes a hidden cost
distinct from low wages or psychological harm, it denies workers informed consent, any possibility of
differentiated compensation for high-stakes end-uses, and any mechanism to object to, or even be
aware of, the military application of their labour.

Environmental Costs: ChatGPT's environmental footprint extends well beyond running the models
themselves. Mineral extraction drives deforestation, biodiversity loss, soil degradation, and water
contamination in producing regions, impacts structurally disconnected from the companies that benefit
from these resources. Cobalt for Al chips is mined predominantly in the DRC, where an estimated
40,000 children work in artisanal mines (UNICEF 2012), with no binding traceability requirement linking
OpenAl's chip supply chain back to those sites. Greenpeace East Asia documented a 4.5 fold increase in
Al chip manufacturing emissions in a single year (Greenpeace 2025), costs outsourced to suppliers in
Taiwan and South Korea still heavily dependent on fossil power. Downstream, e-waste from rapid
hardware cycling follows a well documented geography, processed predominantly in Ghana, Nigeria,
and Pakistan (Njoku et al. 2023), where workers dismantle toxic components, including heavy metals
and PFAS compounds, with no regulatory protection and no connection to the corporations whose
products generated the waste.

By 2030, computing is projected to account for up to 8 percent of global energy consumption, driven by
expanding Al adoption in civilian and military applications. A professor in social and ethical Al at
Sweden's Umea University noted that some data farms training and operating Al systems in Europe and
Canada consume energy equivalent to a small city (Teeratanabodee 2022). Large data centers
compound these costs globally: training GPT-3 alone consumed roughly 700,000 liters of freshwater for
on-site cooling, rising to 5.4 million liters including electricity-related water use (Li et al. 2025), and
inference now drives 80 to 90 percent of total Al energy and water consumption through billions of
daily interactions. By 2030, Al-powering data centers are projected to consume 945 terawatt-hours of
electricity (UNU-INWEH 2026), nearly triple the combined annual electricity use of Pakistan,
Bangladesh, and Nigeria, while their water footprint will equal the basic annual domestic water needs
of all 1.3 billion people in Sub-Saharan Africa.

Military & Surveillance risks: OpenAl's 2023 usage policy originally banned military use outright. That
prohibition was quietly removed in January 2024, and by February 2026 the company had signed a
classified agreement with the U.S. Department of Defense, rushed through within hours of Anthropic's
refusal to accept the same terms, to deploy Al systems across classified military networks.
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The agreement's central clause, permitting use for "any lawful purpose," has been widely criticized as
structurally inadequate: it ties surveillance and weapons restrictions to existing U.S. legal frameworks
while effectively shifting interpretation to the Pentagon, leaving enforceability dependent on
authorities the government controls unilaterally. Critically, the contract's stated protections apply only
to U.S. persons, offering no legal protection to the non-U.S. populations most likely to face Al-assisted
surveillance, targeting, and lethal decision-making, including communities in conflict zones, border
regions, and refugee contexts across the Global South. A Bureau of Investigative Journalism
investigation published in early 2026 found that gig workers in Africa had unknowingly contributed
labor to U.S. military Al supply chains, illustrating how the human costs of military Al are dispersed
globally while governance and accountability stay concentrated among a few states and corporations.

Beyond this accountability gap, the technical risks of deploying general-purpose Al in military contexts
remain substantial and poorly understood. Al-supported targeting systems identify targets through
pattern recognition and probabilistic prediction rather than contextual human judgment, making them
vulnerable to hallucinations, adversarial attacks, and cybermanipulation, any of which can misidentify
civilian infrastructure or fabricate intelligence, raising the risk of unlawful attacks. These risks are
compounded by growing reliance on synthetic training data, where one model trains on another's
outputs, a process documented to cause model collapse and to amplify errors and biases recursively.

A large-scale King's College London study found that leading Al models, including ChatGPT, opted for
nuclear escalation in 95% of simulated conflict scenarios, raising concerns about deploying these
systems in high-stakes military decisions without binding international oversight. While legal
frameworks governing biometric data and privacy exist in some jurisdictions, these protections do not
extend to armed conflict, leaving a governance vacuum precisely where Al military deployment is
expanding fastest. Accountability is fragmented across developers, cloud providers, subcontractors, and
government agencies, making responsibility for adverse outcomes structurally impossible to establish,
while the communities bearing the consequences are, by design, those least able to seek redress.

1.4 Case study 3: Uncovering the supply chains of smart glasses

1.4.1 Mapping the supply chain

The Al glasses market is experiencing explosive growth. In 2025, global Al glasses shipments reached
approximately 8.7 million units, representing a dramatic 322% increase (China Daily 2026; VarIndia
2026). By 2026, the market is expected to surpass 10 million units (Omdia 2025), with some projections
reaching 22.67 million units under the most optimistic scenarios (Omdia 2025). Camera-equipped smart
glasses combine traditional eyewear aesthetics with Al-powered capabilities including voice commands,
image capture, visual recognition, live translation, and facial recognition. They are powered by
advanced processors, image sensors, lithium-ion batteries, and microphones, and rely on cloud-based
Al infrastructure for many of their core functions.

The Al glasses supply chain is global and multi-layered, spanning raw material extraction, component
fabrication, assembly, distribution, and cloud Al infrastructure (Figure 3). Critical minerals such as
cobalt, lithium, rare earth elements, and copper are essential for Al infrastructure. China controls over
60% of global refining capacity for critical raw materials and dominates supply chains for cobalt and
lithium (Visual Capitalist 2025). Semiconductor fabrication is heavily concentrated in a few key Asian
economies. Final assembly occurs primarily in China and Vietnam, while Al training and data processing
rely on data centres in the United States, Europe, and Asia (World Trade Organization 2025).
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Figure 3: Supply chain for Al glasses®
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1.4.2 Identifying hidden costs across the supply chain

This section details the labour and environmental risks embedded across Al glasses supply chains, from
raw material extraction through end-of-life disposal.

Labour Impacts

Glasses supplies/hardware: Roughly 90% of the world's optical frames are made in China,
concentrating governance risk (OECD Roundtable on Corporate Responsibility 2002). Investigations
have found breaches of Chinese labour law on wages, hours, and social security (OECD Roundtable on
Corporate Responsibility 2002). Lens grinding, polishing, and coating expose workers to toxic solvents,
linked to elevated cancer risk (Tsai et al. 2010; Chang et al. 2013; Lee et al. 2020).

Al Models (Infrastructure, Hardware, Usage): The workforce behind Al is paid and protected very
unevenly. At the bottom, Kenyan labellers filtered violent and sexual content for ChatGPT at roughly
1.32 to 2 dollars an hour (TIME 2023), chip workers behind Samsung's 2018 apology suffered 360-plus
illnesses and 110-plus deaths (Inquirer Business 2018), about 28 percent of Malaysian electronics
workers were found in forced-labour conditions (Verité 2014), and Bangladeshi migrants building
Malaysia's data centres face debt bondage and passport confiscation (Bloomberg 2026). Near the top,
US construction trades gained 25 to 30 percent pay rises (CNBC 2026) and expert annotators earn up to
about 200 dollars an hour (TIME 2026).

Manufacturing: Women comprise 60-90% of the electronics workforce, yet occupy fewer higher-
paying roles, facing wage inequality and harassment (OECD 2025; ILO 2025). Migrant and temporary
workers face forced labour, recruitment debt, and passport retention, often unable to organise due to

3 Access the interactive map here: https://claude.ai/public/artifacts/f8ded57b-f114-4a8e-8d91-
ed61b30bed27

For a more detailed description of the Al development component of this supply chain, see Chapter 2 of

the OECD’s Competition in artificial intelligence infrastructure.
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employer-tied visas (OECD 2025; ILO 2024). Chemical exposure is linked to miscarriage and
reproductive disorders (Kim et al. 2014; Chan, Ngai, and Selden 2013).

Logistics: Algorithmic warehouse management drives work intensification, injury, and psychological
stress (Hennum Nilsson et al. 2025). Port automation weakens dock workers' bargaining power absent
transition policies (International Transport Workers' Federation 2025). Last-mile delivery relies on
subcontracted, migrant, and platform workers facing insecure, low-wage employment (Chan 2023).

Data review: Facebook agreed in 2020 to a 52 million dollar settlement with more than 10,000 US
content moderators who developed PTSD from reviewing graphic material (NPR 2020), and Kenyan
courts have since ruled that Meta can be sued locally over moderator conditions despite its outsourcing
structure, ordering it to provide proper psychiatric care in June 2023 (Computer Weekly; LSE Africa
2025).

E-waste: Manual dismantling in informal recycling exposes workers to lead, cadmium, mercury, and
flame retardants from batteries and components, risking respiratory and neurological harm (WHO
2021).

Environmental Impacts

Glasses supplies/hardware: Eyewear manufacturing is wasteful: only 20% of an acetate plate is used,
with 80% discarded (Association of Optometrists 2019; EOS 2025). Most frames rely on petroleum-
based, non-biodegradable plastics (EyeO Eyewear). Adding electronics compounds this: smart glasses
generate up to nine times more CO, than traditional glasses (SILMO Next Expert Committee), and
acetate production relies on petrochemicals and fossil-fuel plasticisers which contributes to a
worsening climate (VisionPlus Magazine).

Al Hardware, Development, and Coding: The computation behind Al carries a large and rising resource
footprint. Global data centres used about 448 terawatt-hours of electricity in 2024, more than all but 10
countries, emitting roughly 208 million tons of CO2 and consuming about 1.2 trillion gallons of water,
with demand projected to nearly double by 2030 (PBS / UN University / IEA 2026). A single large data
centre can use up to 5 million gallons of water a day, and each chip fabrication plant about 10 million
(Lincoln Institute 2026). Concentration strains local grids, pushing electricity prices up 267 percent in
high-density areas (Consumer Reports 2026), while roughly 56 percent of US data-centre power comes
from fossil fuels and the sector stays among the least transparent industrial water users (EESI 2026;
AGU Advances 2026).

Manufacturing: Al glasses draw on semiconductor supply chains the OECD identifies as high-risk for
emissions, water use, and pollution (OECD 2025). Semiconductor manufacturing generates roughly 50
megatons of CO, annually, and nearly 75% of a battery-powered device's carbon footprint originates in
manufacturing, almost half from chip fabrication (imec, n.d.), outweighing device-operation emissions
(imec n.d.). If the EU Chips Act reaches its 20%-of-global-semiconductors target by 2030, manufacturing
emissions could rise up to eightfold, with chip production potentially reaching 3% of global emissions by
2040 (imec n.d.).

Logistics: Al hardware moves primarily via container ship, sometimes air freight for high-value products;
both carbon-intensive. Maritime shipping alone accounts for roughly 2-3% of global CO, emissions
(International Maritime Organization 2021; International Council on Clean Transportation 2024).

E-waste: Integrating cameras, processors, batteries, and sensors into a frame makes Al glasses far
harder to repair or recycle than standard eyewear. Global e-waste reached 62 million tonnes in 2022,
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projected to hit 82 million tonnes by 2030, with recycling lagging (ITU and UNITAR 2024). Glued-in
batteries and non-replaceable components make repair impractical (Roskladka et al. 2025), pushing
consumers toward full replacement (NextReality 2025; Gutterman 2025). Each discarded pair also
drives fresh lithium extraction, adding habitat loss and mining emissions (UNEP 2024).

1.5 Addressing hidden costs across Al supply chains
Environmental and labour abuses in Al supply chains are driven by three core factors:

1)  supply chain opacity, where global production networks (mining, semiconductors, assembly,
logistics) obscure responsibility for environmental damage and labour conditions;

2)  cost and speed pressures, which incentivise outsourcing to low-cost manufacturers and
logistics providers, encouraging overtime, weak safety standards, and environmental
externalisation; and

3) fragmented global governance, where inconsistent labour and environmental regulation across
jurisdictions can mean weak enforcement.

The following policy proposals tackle the largest risks in the supply chain of Al development:

1)  Governments and public procurement bodies should condition all Al technology procurement
on mandatory, independently audited human rights and environmental impact assessments,
covering labor conditions across the full subcontracting chain, full-lifecycle environmental
disclosure (mirroring EU CSRD standards), and biometric/data protection safeguards extended
explicitly to armed conflict and national security contexts, closing current legal carve-outs.

2)  Governments and public procurement bodies, with support from the ITU and ISO, should
require repairable product design, extended producer responsibility, and end-of-life collection
and recycling for Al-enabled consumer devices to reduce e-waste and demand for resource
extraction.

3) The International Labour Organization (ILO), in coordination with UNCTAD, should establish a
binding international framework for Al supply chain labor standards, applying the ILO Living
Wage Methodology to data annotation work, formally recognizing worker-led bodies such as
the Data Labelers Association as standard-setting stakeholders, and requiring joint employer
liability so that lead Al developers share legal responsibility for the mental health and safety of
subcontracted labor, regardless of geographic distance from the end task.

4) Al developers and their governmental clients should be legally required to maintain a single,
designated accountable entity per deployment, enforce mandatory human-in-the-loop
validation for any targeting, escalation, or high-stakes intelligence decision, and publicly
disclose, at minimum in redacted form, subcontracting arrangements, model versions
deployed, and synthetic-vs-human training data ratios.

5) International and regional regulatory bodies (e.g., EU, UN bodies, International Humanitarian
Law forums) should update existing legal frameworks to explicitly govern algorithmic profiling,
biometric data collection, and mass data aggregation. Specifically during armed conflict, these
frameworks should also mandate pre-deployment adversarial and escalation testing for any
model used in conflict simulation or decision-support roles, given documented risks such as the
95% nuclear escalation rate found by King's College London.
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6) Affected communities and civil society should be guaranteed an independent, accessible
redress mechanism, separate from the contracting government agency, for individuals or
communities harmed by Al-enabled surveillance, misidentification, or wrongful targeting,
ensuring that accountability gaps do not fall disproportionately on those with the least power
to challenge the technology.

7)  The ILO should engage three multi-stakeholder policy coalitions and create a new deliberative
body to better include the above labour issues in the conversation, where such issues
currently see little sustained attention. The Global Digital Compact and the Partnership for Al
(PAI) should engage with the Global Deal’s report to include workers in the social dialogue to
ensure adequate representation of stakeholders to establish Al-specific standards for labour
and good governance.

a.  PAI, a coalition of major Al firms, brings the Al industry, UN specialized agencies (such
as the ILO and UNDP) and civil society organizations together for a public mandate and
credential. The Global Deal brings nation states, private sector actors, and labour
unions together through social dialogue to establish joint solutions that deliver positive
results for workers, businesses, and society at large.

b. Policy direction should be decided by those stakeholders within the coalition
framework through agreement, rather than through executive decree from the ILO.
The ILO should act as a broker, rather than an executive branch. This is to preserve
organisational autonomy and sectorial and national policy expertise in those venues.

c.  Voluntary entry into the coalition binds the joining organisation to the labour-rights
philosophies established within ILO precedent. As such, any deliberation regarding the
divergence of labour policy amongst stakeholders should be on policy
implementation only, rather than on any normative commitments, as agreement on
those is a precondition of entry.
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Summary

This paper examines how artificial intelligence and emerging technologies affect the wellbeing of young
people aged 18-35, with particular attention to how disparities in digital access shape both the
opportunities and the risks these technologies present. It reviews Al’s potential to support mental
health, education, and civic participation; assesses the socio-psychological, privacy, and equity risks
associated with its use; and proposes a set of recommendations for governments, international
organisations, and the private sector.

Introduction

Artificial Intelligence is reshaping how young people learn, communicate, seek help, and understand
the world around them; often before regulators, educators or even young people themselves have had
time to weigh its consequences. This brief paper examines the implications of Al and emerging
technologies for the wellbeing of youth, understood here as those aged 18 to 35, and defined broadly
to encompass mental, social, and psychological health rather than the absence of illness alone.

The stakes of this inquiry are not evenly distributed. Access to the internet, reliable connectivity, and
digital literacy vary sharply across regions, and these disparities shape not only whether young people
can benefit from Al-enabled tools, but also how exposed they are to the risks such tools introduce. A
young person navigating an Al chatbot on a stable broadband connection in a well-regulated market
experiences a fundamentally different set of opportunities and vulnerabilities than one accessing the
same technology through a shared device and an intermittent mobile network. Any assessment of Al's
impact on youth wellbeing must therefore account for this unevenness rather than treat “youth” as a
single, homogeneous population.

This raises the central question guiding this paper: How does Al technologies affect youth wellbeing in
regions with different levels of digital access? In addressing this question, the paper proceeds in three
parts. Section | considers the ways Al can promote youth wellbeing, from mental health support and
personalized education to safety-enhancing wearables. Section Il turns to the risks in terms of privacy
erosion, dependence, misinformation, and digital inequality that accompany these same technologies.
Building on this dual assessment, section lll proposes a set of recommendations organized around three
reinforcing levels. The first one being setting a common standard, the second one being building the
capacity to meet it and lastly, ensuring youth have a genuine role in shaping both.

1. Opportunities: How Al Can Promote Youth Wellbeing

Artificial intelligence has the potential to improve youth wellbeing in several areas, particularly by
expanding access to healthcare, strengthening education and employability, and creating new
opportunities for participation and inclusion. While Al presents important challenges, it can also
become a valuable tool for supporting young people when implemented responsibly.

1.1 Mental Health Support

One of the most promising applications of Al is in mental health support. Al-powered conversational
agents and chatbots can provide 24/7 assistance, helping young people access information, emotional
support and self-management tools at any time. A recent systematic review found that Al-based
conversational agents can reduce psychological distress and improve wellbeing, particularly when they
are designed to complement rather than replace professional healthcare services. These tools may be
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especially valuable for young people who face barriers to accessing traditional mental health services,
such as cost, stigma or geographical distance (Li et al., 2023).

1.2 Education and Employability

Al also has considerable potential to improve education, skills development and youth employability. Al
can support personalised learning, identify individual skill gaps and provide tailored recommendations
for education and career development. According to the World Bank, Al can improve youth
employment by enabling better job matching, generating personalised skills assessments and providing
real-time labour market information. These applications can help young people make more informed
educational and career decisions while preparing them for rapidly changing labour markets (Singh S. et
al., 2020).

1.3 Participation and Social Inclusion

Beyond education and employment, Al can also strengthen participation and social inclusion. Recent
research argues that Al systems can empower young people by improving access to information,
supporting civic engagement and facilitating participation in digital communities when they are
developed in an ethical and inclusive manner. At the same time, researchers emphasise that these
opportunities depend on transparent governance, responsible implementation and equal access to
digital technologies (Fitas R., 2025) and (Smith et al., 2023).

Overall, Al should not be viewed solely as a technological innovation but as a tool that can enhance
youth wellbeing across multiple dimensions. To maximise these benefits, governments, international
organisations and technology developers should promote human-centred Al that improves access to
services, strengthens digital skills and ensures that young people can actively participate in the digital
transformation.

2. Risks: How Al May Undermine Youth Wellbeing

2.1 Socio-Psychological Concerns

The use of generative Al, chatbots and companions are found to be undermining youth's socio and
psychological well-being. It encourages emotional dependence through confirmation-biased
interactions and manipulative engagement strategies, such as guilt-inducing farewells, which have been
linked to crisis-level attachment and worsening mental health outcomes (Negreiro & Anac, 2026).
Excessive reliance on Al for communication and emotional support may also reduce face-to-face
interaction, weaken interpersonal skills, and increase loneliness, particularly among youth with limited
social networks (Klimova & Pikhart, 2025). While Al can complement mental health services, it lacks the
empathy and contextual understanding required for complex emotional needs and should not replace
professional diagnosis and treatment (Miner et al., 2017; Vaidyam et al., 2019). Further, Al anxiety and
unemployment anxiety among youth is closely tied to fears of job displacement, with a moderate
positive correlation found between the two, among university students (Ucar et al., 2024). Beyond
mental health, over-reliance on Al-generated responses may increase laziness, weaken critical thinking,
decision-making, and analytical reasoning by reducing opportunities for peer interaction, independent
thinking, learning and reflection (Zhai et al., 2024; Ahmad et al., 2023; Bai et al., 2023).
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2.2 Privacy, Data, and Harmful Content

Al systems also present important risks related to privacy, online safety, and harmful content. Young
people frequently share sensitive personal information with Al applications, creating risks of data
misuse, privacy breaches, and inadequate protection of confidential information (American
Psychological Association, 2019). At the same time, Al-generated misinformation and deepfakes exploit
people’s tendency to trust realistic images, audio, and text, making false information increasingly
convincing. Repeated exposure to manipulated content and algorithmically amplified misinformation
can weaken critical thinking, reinforce echo chambers, and erode trust in reliable sources, increasing
psychological distress and confusion among adolescents (Kang & Valadez, 2025).

2.3 Inequalities, Exclusion, and Gender

The benefits and risks of Al are unevenly distributed, with existing social inequalities shaping who can
safely and effectively use these technologies. Limited Al literacy, inadequate digital skills, and unequal
access to quality digital infrastructure increase young people’s vulnerability to misinformation, privacy
violations, online harms, and manipulative Al systems (Yasmine et al., 2025; Negreiro & Anac, 2026).
These disparities extend beyond access to meaningful participation and opportunities in education,
employment, and social life. Gender further compounds these inequalities. Studies have found
widespread gender bias in Al systems, with large language models often reproducing sexist stereotypes
(UNDP, 2025; UN News, 2026). Girls and young women are also disproportionately affected by Al-
enabled online harassment, including deepfakes and hate speech, while women remain more exposed
to Al-driven labour market disruption due to occupational segregation (ILO, 2026; UNESCO, 2025).

3. Recommendations

The following recommendations are addressed to stakeholders involved working in the intersection of
technology and youth well being, such as: international organizations, national governments, non-
governmental organizations, policy makers, researchers, civil society and young adults.

3.1 Strengthen Al literacy and digital competencies

° Develop Al literacy curricula and toolkits and distribute them across educational programs.
Integrate age-appropriate Al literacy into formal, informal, and non-formal education, and
regularly update educational materials and content to reflect the rapidly evolving Al landscape.

° Expand Al literacy programs to parents and caregivers, recognizing that adult digital behaviors
and awareness influence youth attitudes and technology use, and that a whole-of-community,
multistakeholder approach is critical.

° Emphasize within digital competency education the principles of ethical Al use, critical thinking,
privacy, transparency, data protection, and algorithmic bias and discrimination, with a focus on
inclusivity and reaching vulnerable communities through partnerships with relevant
stakeholders.

° Establish standards and guidelines, in collaboration with teachers, pedagogues, youth, and Al
experts, for the use of Al in learning in ways that support critical thinking, decision-making, and
analytical reasoning, and promote the implementation of these standards and guidelines.
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Increase ongoing support for youth in addressing career and employability anxiety by equipping
them with knowledge, resources, and skills through free courses, training, and innovative
solutions that help them adapt to changing labor markets and technological innovation.

Develop an Al, mental health, and well-being course, as well as a global alliance of
psychologists, in partnership with relevant UN institutions, and disseminate these resources to
local communities and educational institutions.

3.2 Invest in research and meaningful youth participation

Invest in interdisciplinary research on Al's impact on youth mental health and well-being, as
well as in community-led projects and youth initiatives.

Ensure research includes and is led by diverse populations, including women, persons with
disabilities, marginalized communities, refugees, Indigenous Peoples, and conflict-affected
youth, among others, to better understand their needs and how Al is affecting them.

Build on and expand the work and reach of existing UN-led youth groups and innovation hubs,
enabling young people to actively participate in Al governance and policymaking.

Develop Youth Al and Well-being Programs in regional offices and local communities to collect
evidence and generate data and guidance for regulators, policymakers, and other stakeholders
on the safe and responsible use of Al.

3.3 Strengthen governance, transparency, and platform accountability

Support the development of national regulatory frameworks that strengthen protections for
youth and adolescents against Al-related risks while promoting responsible, inclusive, and
human rights-based technology use.

Strengthen context-specific and collaborative Al governance through capacity building,
international partnerships, and inclusive policymaking that upholds human rights.

Encourage Al developers to provide transparent and accessible explanations of algorithms,
recommendation systems, and data collection practices.

Promote regular assessments of algorithmic bias and discriminatory outcomes, along with
mitigation measures and direct engagement mechanisms through which young people can raise
concerns and provide feedback.

Prevent the unauthorized use of the private data of youth and adolescents and strengthen
reporting mechanisms for harmful Al-generated content, including deepfakes and Al-facilitated
abuse.

Introduce direct mental health support in high-risk situations by connecting affected youth to
local lifelines or 24/7 mental health support services through platform-based interventions
(e.g., pop-up alerts).

Promote the integration of crisis intervention mechanisms into digital platforms so that young
users who are exposed to, or engage with, content associated with self-harm or suicide are
immediately directed to trusted local mental health services, crisis helplines, and emergency
support resources.
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3.4 Protect privacy, safety, and equitable access

° Limit the collection and secondary use of adolescents’ personal data and prohibit exploitative
targeted advertising and the sale of personal data.

° Promote clear, age-appropriate informed consent and strengthen protections for sensitive
biometric and behavioral data.

° Encourage Al systems that provide health-related information to clearly communicate their
limitations and encourage users to seek guidance from trusted adults or qualified professionals.

° Address structural digital inequalities through multilingual and accessible Al tools, technical
assistance, knowledge sharing, and investments in digital skills, recognizing that meaningful
participation depends not only on infrastructure but also on education, social capital, and
cultural context.
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ITU One-Page Summary

Companion brief to the Working Group 3 report, prepared for the International Telecommunication Union (ITU)

Artificial Intelligence is reshaping the lives of young people, influencing how they learn, connect, work and seek support.
As Al adoption accelerates, ensuring equitable access while addressing challenges related to wellbeing, trust and
inclusion has become a global priority. Unequal digital access, connectivity and Al literacy mean these benefits and risks
are not experienced equally.

Why This Matters

Globally, an estimated 79% of people aged 15-24 use the internet, making them the most connected age group.

75%+ 2.28B 13 M+

young adults view Generative Al as useful people remain offline globally, limiting use Al to support learning and homework
equitable access

Opportunities vs. Emerging Challenges

Opportunities Emerging Challenges

° Mental Health Support: Al-enabled tools can expand ° Psychosocial Concerns: Emotional dependence, reduced
access to timely emotional support. social skills, career anxiety.

®  Education & Employability: Personalized learning and Al- ®  Privacy & Harmful Content: Data misuse, misinformation,
enabled skills development. and deepfakes.

®  Participation & Inclusion: Improved access to information ®  Digital Inequalities: Youth without digital skills face greater
and digital collaboration. exposure to harms.

®  Innovation for Social Good: Al can accelerate youth-led ®  Gender & Online Safety: 58% of young women and girls
innovation in health and education. report online harassment.

Strategic Priorities for ITU

®  Standardize: Global standards for ethical Al development, data privacy, and youth protection.
®  Strengthen: Capacity-building for digital literacy and Al-related skills, and stronger regulation.
®  Empower: Institutionalize youth engagement in Al governance and policymaking.

Our Vision

A future where Artificial Intelligence serves as a powerful enabler for all young people as partners, fostering their
growth, protecting their wellbeing, and empowering them to thrive in the digital age.
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Working Group 3 — Video Presentation

The following video accompanies the Working Group 3 report on Al, emerging technologies, and youth
wellbeing.

For millions of young people,

p Play: WG_3_-_Video.mp4
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1. Introductory Remarks

1.1 Analyzing Al Potential in Different Stages of the Conflict Cycle

Artificial intelligence (Al) has entered a period of rapid innovation, with research, industry, and
governments partnering for its development and regulation. Its impact is no longer limited to civilian
sectors as Al is increasingly relevant to international security, ranging from cybersecurity and critical
infrastructure resilience to intelligence gathering, battlefield decision-support, autonomous systems,
and post-conflict recovery.

In conflict and security studies, conflict is often analyzed using the conflict cycle framework, developing
through different stages commonly centered around latent tensions to escalation, stalemate, de-
escalation, and post-conflict peacebuilding (Wohlfeld, 2010).

Al is currently used across all stages of the conflict cycle. Across these stages, the applications, actors,
and regulatory challenges associated with Al differ. Implications range from low-risk support functions
like translation to active military uses like Lethal Autonomous Weapon Systems (LAWS). Furthermore,
actors also vary between both state and non-state actors, as well as the growing role of private
technology companies, data providers, and humanitarian organizations.

Furthermore, this emerging technology also comes with questions of accountability, human oversight,
data reliability, and the gap between technological development and regulatory challenges.

This report delves into the technological innovations, risks and governance associated with the growing
role of Al in international security. It moves through the five stages of conflict to provide an account of
its current uses, implications and potential ways forward.

2. Latent Conflict Intention

2.1 Al Applications

2.1.1 Predictive Conflict Forecasting

ACLED (Armed Conflict Location & Event Data) built one of the world’s largest datasets on political
violence, pulling from local media, human rights reports, and monitors on the ground to log protests,
battles, and attacks on civilians as they happen (ACLED, 2021). Its Al-powered CAST (Conflict Alert
System) forecasts the likelihood of future violent events, achieving accuracy rates exceeding 90%. This
enables policymakers and humanitarian organizations to identify areas at heightened risk before
violence escalates (Panic, 2025).

2.1.2 Satellite Imagery and Military Activity Detection

In 2022, Ukraine partnered with Planet Labs along with UNOSAT and various investigators to capture
pictures from space and utilise those as early warning signals to detect and monitor, in real-time, troops
and military gear near Yelnya. These satellite images were also used to track battlefield infrastructure
impact (International Panel on the Information Environment, 2025).

2.1.3 Social Media Monitoring and Information Environment Analysis

Alongside imagery, Al is also being used to monitor the information environment. Al and machine
learning are increasingly geared towards analysing posts across platforms like X, TikTok, Facebook, and
WhatsApp to identify emerging trends and potential risks. Build Up’s Phoenix tool, for example,
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analyses public social media posts to flag areas where peacebuilding engagement may be urgently
needed (Bernard, 2023).

2.2 Risks and Security Challenges

2.2.1 Al-powered conflict mapping (satellites, drones, crowd data)

A major concern is the possibility of misinterpretation caused by inaccurate Al assessments in limited
context. Predictive models depend on historical data and statistical correlations, but conflict dynamics
are highly political and context-specific. An Al system may incorrectly identify routine military exercises,
political protests, social movements and movement near borders as indicators of imminent conflict but
they cannot fully explain the social and political reasons behind these patterns. In the latent stage,
where tensions are still developing, incorrect interpretation of mapped indicators may exaggerate
threats or overlook underlying grievances. This can result in preventive responses based on visible
symptoms rather than the actual drivers of conflict (Cederman & Weidmann, 2017).

2.2.2 Al monitoring of information environments (hate speech, polarization, disinformation)
Although Al-based monitoring of information environments can help detect early signs of social
tension, it also creates risks. One major concern is the potential transformation of conflict-prevention
tools into instruments of surveillance and political control. Systems designed to monitor hate speech,
extremist narratives, or disinformation may also be used by governments to track political opposition,
journalists, activists, or minority communities. In fragile contexts, this could reduce trust between
citizens and authorities and contribute to the grievances that create instability (OHCHR, 2021; Freedom
House, 2023). Another challenge is the difficulty of accurately interpreting online communication. Al
systems may struggle to understand cultural context, local languages, political expression, humor, or
sarcasm. As a result, legitimate criticism or activism could be incorrectly classified as harmful content,
while genuinely dangerous narratives may remain undetected. These errors are especially concerning in
politically sensitive environments where incorrect classification can influence security responses
(UNESCO, 2023). Finally, the same Al capabilities used to detect harmful information can also be
weaponized to manipulate the information environment. Actors may use Al to generate large-scale
disinformation campaigns, create realistic deepfakes, or deploy automated accounts that amplify
polarization. Therefore, Al becomes a dual-use technology: it can help identify emerging conflict risks,
but it can also accelerate the spread of narratives that increase tensions before violence begins (UN
Secretary-General, 2023; Europol, 2022).

2.3 Governance

2.3.1 Al Monitoring of Information Environments (Hate Speech, Polarization, Disinformation)
Governance of Al-based information monitoring should establish clear separation between conflict
early-warning functions and security surveillance activities. Systems developed to identify hate speech,
disinformation, or polarization trends should operate with strict purpose limitations, where data
collected for conflict prevention cannot be reused for identifying political opponents, tracking
individuals, or monitoring lawful civic activity. Independent auditing bodies should regularly assess
whether these systems comply with privacy and freedom of expression protections, particularly in
fragile political environments (OHCHR, 2021; UNESCO, 2021). In addition, maintaining human-in-the-
loop verification before Al-generated alerts influence conflict-prevention or security decisions is
essential. Regional experts and conflict analysts should review Al outputs to prevent cultural
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misunderstandings, language errors, or the misclassification of legitimate political expression as harmful
content (UNESCO, 2023).

2.3.2 Governance Principles for Al-Based Conflict Early Warning Systems

Al should inform decisions, not make them. A conflict-mapping system might flag unusual troop
movement or a spike in hostile rhetoric, but that flag should never be the trigger for a diplomatic,
military, or humanitarian response on its own. It needs to pass through human eyes first like regional
experts, intelligence analysts, conflict researchers, and local stakeholders before anyone acts on it. The
people closest to a conflict should have a say in whether an Al’s findings actually hold up. Local NGOs,
journalists, peacebuilders, and humanitarian workers on the ground should be involved in the decision
making.

3. Conflict Emergence and Escalation

3.1 Technical Applications

3.1.1 Al-Enabled Intelligence and Surveillance

Al changes the traditional parameters of conflict in the context of emergence and escalation by
introducing a shift in how intelligence and surveillance is conducted. Previously, while large amounts of
data could be collected about a person, there remained the issue of organizing the data. Agentic Al
streamlines this process by quickly integrating data together (Schneier and Penney, 2026). In short, any
domain for which data exists can be used by Al systems to detect patterns and trends that humans
might otherwise miss. Big data and disparate information streams can therefore be brought together
into a single common output. These multimodal models (models which integrate text, images, and
audio) can also immediately analyze this data for government officials (Neuberger, 2025). This is used in
military decision-making, especially in information-denied environments. It also supports cognitive
warfare capabilities by increasing the availability and processing of data and information (UNIDIR,
2025).

3.1.2 Generative Al

In addition to this, Generative Al usage has been growing (Wan Rosli, 2025). This Al creates original
content for a wide range of applications including malware detection, automated hacking, code-
adapting malware, phishing e-mails, and sock puppet accounts. Previously, it took significant amounts
of effort to create sock puppet accounts, or fake accounts used for intelligence purposes (Ritu, 2023).
These often took months or years to build as these accounts required regular posting, interactions with
other users, and feasible profile pictures and backstories. Now, Generative Al can produce relatively
realistic images as well as automate posting, commenting, and liking posts.

3.1.3 State-Sponsored Exploitation of Commercial Al Systems

In recent years, there has been emerging documentation from tech companies of their Al being used
for various forms of espionage and surveillance. Typically, individual, state-affiliated actors ask different
Al groups to do certain, specific tasks. In 2024, OpenAl released a report where they identified five
state-affiliated actors using ChatGPT for cyber operations (OpenAl Security). These actors used OpenAl
services for various tasks including basic coding tasks, retrieving publicly available information on
intelligence agencies, researching how malware could evade detection, and drafting content for what
OpenAl said could be used for phishing campaigns. In 2025, Google’s Threat Intelligence Group
reported an actor known as APT41 using Gemini for code obfuscation while another user, Muddy
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Water, tricked Gemini into developing custom malware under the guise of being a student (Google
Threat Intelligence Group). Microsoft documented an operation using generative Al to place operatives’
images onto stolen identity documents (Microsoft Threat Intelligence, 2025).

3.1.4 Autonomous Al-Driven Cyberattacks

In 2025, Anthropic released a report that claims that state actors used Claude to launch a cyberattack
campaign against thirty government agencies, large tech companies, financial institutions, and chemical
manufacturing companies (Anthropic). In this attack, Claude inspected target organization systems and
high-value databases before testing security vulnerabilities and then writing exploit code that could
harvest credentials to extract large amounts of private data. This was a unique attack in that the
cyberattack operation was autonomously conducted with little human direction once the campaign
started. It is widely believed to be the first publicly known example of this kind of cyberattack using Al
“agents,” or where systems can be run autonomously and be capable of complex tasks with minimal to
no human intervention (Covino, 2025).

3.2 Risks

3.2.1 Compressed Decision Timelines

Shortened processing and data-collection timelines enables faster decision-making. While Al outputs
can reduce information asymmetries through data-driven assessments, including the detection of early
warning signs of conflict, such as troop movements, signals, and rhetoric, these analyses depend on the
quality of the data available. Noisy environments, as is often the case in conflict settings, can
compromise the reliability of outputs. When used to support decision-making in conflict, this creates
risks of escalation where an Al system might recommend more aggressive courses of action based on
incomplete data inputs, or even hallucinations. These assessments also present automation risks where
actors over-rely on Al recommendations without questioning or verifying them (UNIDIR, 2025).

Furthermore, in traditional conflict scenarios, waiting periods can play a role in mitigating escalation by
allowing time to gather information, reflect, and decide on a course of action. Al compresses this time
dimension by shortening timelines and automating stages of decision-making processes. When the
information environment evolves too fast for humans to intervene or de-escalate, this can pose
important risks. It can contribute to increased violence, attacks or suspicion by prompting faster
responses between parties, which may be perceived as threatening or provocative as a conflict
emerges, especially in contexts where speed undermines human agency and control (Johnson, 2025).

3.2.2 Scaling Disinformation

More broadly, the use of Generative Al can transform the information environment by producing
disinformation at scale, especially as surveillance and espionage tools are being fine-tuned. This
flooding of false and misleading digital content can have a destabilizing effect further feeding conflict
emergence and escalation (UNIDIR, 2025).

3.3 Governance

3.3.1 Risk Classification

The shift from traditional, human-centered tools to Al-assisted decision-making tools exposes the
intense risks inherent in autonomous Al capabilities. It is therefore important that all Al-based military
technology be classified as high-risk and subject to Al auditing, as defined under the EU Al Act of 2024,
in order to minimize the black-box effect that currently limits accountability over these systems. This is
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in addition to foundational cybersecurity laws and programs, such as CISA 2015 and the State and Local
Cyber Grant, are maintained, and should fund research into the defensive use of Al, such as DARPA’s
AlxCyber Challenge (Covino, 2025).

3.3.2 Differential Access

Policymakers should also support and incentivize developers to implement differential access strategies
that promote defender access to advanced Al capabilities (Ee et al., 2025). This includes prioritizing
access for strategic defenders such as software developers, cybersecurity firms, and critical
infrastructure operators, whose security impacts broader societal resilience. This policy should also be
extended to stronger privacy and data protection laws that restrict or ban facial recognition and other
forms of surveillance and tracking technology for non-strategic defenders.

3.3.3 Human Oversight

Finally, confidence-building measures (CBMs) should be developed to ensure human oversight remains
central to escalatory decision-making and deterrence (UNIDIR, 2022). Currently, no universally binding
legal rule mandates a minimum frequency of human-in-the-loop involvement before intelligence and
surveillance conclusions are finalized. This report therefore recommends international binding
standards, such as requiring two independent human confirmations, as a confidence-building measure
to keep human judgment central to escalatory decision-making.

4. Full-Blown Conflict (Stalemate)

4.1 Al Applications

Current military applications of Al can be grouped into several broad categories. Decision-support
systems (Al-DSS) propose targets and prioritise threats from sensor, signals and open-source data;
expert submissions to the Secretary-General emphasise that they exert significant, under-examined
influence over the pace of military decisions (Bo et al., 2025). Intelligence, surveillance and
reconnaissance (ISR) applications fuse satellite imagery, communications intercepts and unmanned
aerial vehicle (UAV) video at a scale beyond human analysts. Autonomous and semi-autonomous
platforms, Al-enabled UAVs and loitering munitions have been operationally integrated in Ukraine,
while low-cost UAVs have expanded airborne strike capability to non-State actors. Command-and-
control integration coordinates multi-domain operations, including the process of regulating,
coordinating, and deconflicting radio frequencies (electromagnetic-spectrum management). Non-
weapons applications, including predictive maintenance, medical triage, translation of intercepts, and
increasingly large language models for course-of-action generation, raise distinct reliability and
confidentiality concerns (Grand-Clément, 2023).

4.2 Case Studies

Two contemporary developments illustrate two distinct governance problems raised by the use of Al in
armed conflict: one arising from the integration of Al into battlefield systems such as UAVs, ISR,
targeting support, and electronic-warfare adaptation; the other arising from Al-assisted target
production and compressed human review in densely populated civilian settings.

4.2.1 Al-Enabled UAVs in Contemporary Conflict
The Russia-Ukraine conflict illustrates how Al-enabled UAVs are affecting active conflict, particularly
through ISR, targeting support, and resilience against electronic warfare. The International Institute for

Strategic Studies (11SS) notes that the war has demonstrated the growing role of UAVs in both scale and
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function, while the Centre for Strategic and International Studies (CSIS) argues that Ukraine is advancing
Al-driven unmanned systems to reduce direct warfighter involvement and enhance combat
effectiveness (International Institute for Strategic Studies, 2025; Bondar, 2024). This use case shows
that the immediate impact of Al in a conflict scenario is not necessarily fully autonomous warfare, but
the integration of Al into drones, ISR, targeting support, and electronic-warfare adaptation in ways that
accelerate the battlefield decision cycle and reshape battlefield operations (Watling & Sylvia, 2025).

4.2.2 Al-Supported Targeting and Intelligence Processing

Israeli military operations in Gaza show another form of military Al use: not fully autonomous warfare,
but algorithmic support for target production and intelligence processing. Investigative reporting has
described Lavender as a system used to identify suspected individuals, while Habsora reportedly
identifies buildings and infrastructure for attack (Abraham, 2024). Human Rights Watch (2024) warns
that such tools rely on faulty data and inexact approximations, increasing the potential of civilian harm.
The Gaza case therefore suggests that Al's immediate impact lies in accelerating and bureaucratising
targeting: it can make violence appear more precise while shortening human review, expanding target
lists, and normalising higher civilian-casualty thresholds.

4.3 Risks

Although Al offers military advantages, each of the applications shares a common danger. Starting with
the decision-making, the more it gets handed to machines, the harder it becomes for a human to
object. In command and control, military decision-making speeds up, placing pressure on human
operators’ capacity to carefully examine Al-generated outputs before acting on them (Grand-Clément,
2023).

The case studies demonstrate how Al has altered military operations, but it also raises significant
concerns. In the Russia-Ukraine conflict, Al enabled drones and surveillance systems help militaries
detect targets and respond more quickly, however these technologies reduce the time available for
human judgement and can be affected by electronic warfare, cyberattacks, or inaccurate data,
increasing the risk of mistakes. In contrast, during the Gaza war, concerns have been raised by Al-
assisted targeting systems like Lavender and Habsora. Both are using algorithms to identify targets but
may wrongly classify civilians or civilian objects, particularly when the data is inaccurate or insufficient.
These examples show that while Al can enhance military efficiency, it cannot replace human judgement
or guarantee compliance with international humanitarian law (Abraham, 2024; Human Rights Watch,
2024; ICRC, 2019; 1ISS, 2025).

Al is not completely objective, and it learns from the data given. Therefore, if the data is incomplete,
biased, or inaccurate, the Al’s decisions can also be unreliable, from decisions on who or what to attack
and when to decisions about military strategy and the use of nuclear weapons. Furthermore, Al can
sometimes produce results that are difficult to predict, making it risky to rely on these systems in armed
conflict. Therefore, human judgment must remain central to decisions (International Committee of the
Red Cross [ICRC], 2021).

4.4 Governance

Governance should focus on implementing existing law rather than creating new legal categories. Since
Resolution 79/239 confirms that IHL and IHRL apply across the full life cycle of military Al, states should
codify meaningful human control through minimum review-time standards, explainable outputs, and

clear legal responsibility (United Nations, 2024). Article 36 reviews should apply to Al systems, including
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Al decision-support tools used in targeting, with pre-deployment testing, verification, validation, and
independent auditability (Human Rights Watch, 2024). Commercial providers should also face binding
due-diligence obligations under the UN Guiding Principles on Business and Human Rights. Multilateral
processes, including Resolution 80/58, REAIM, and the Global Commission on Responsible Al in the
Military Domain, can support confidence-building measures on doctrine, transparency, and deployment
notification.

5. De-escalation, Negotiation and Mediation

5.1 Technical Applications

5.1.1 Negotiation Modelling

Al is increasingly used in the preparation and simulation of conflict negotiations. The UN University
Centre for Policy Research (UNU-CPR) developed the “Ask Abdalla” model which was trained to act like
a member of the Sudanese Rapid Support Forces (RSF) and the “Ask Amina” model which simulated the
perspective of a woman in a refugee camp in Chad. These models allowed for interactive negotiation
preparation, enabling arguments and counterarguments to be tested in advance (UNU-CPR, 2025).

5.1.2 Inclusive Representation in Peace Processes

Al can meaningfully enhance inclusivity and engage diverse voices in peace processes. Al-assisted digital
dialogues enable the views of previously excluded populations to be collected and analysed to ensure
peace negotiations represent the needs of the whole population.

In 2021, the UN Department of Political and Peacebuilding Affairs (DPPA) partnered with the software
company Remesh to launch a series of Al-enabled digital dialogues with citizens in Yemen, Libya, and
Irag. The platform enabled live conversations with up to 1,000 anonymous citizens, and Al analysed
participants’ responses in real-time, helping UN officials better understand the views of peace
constituencies (UN, 2022).

5.1.3 Implementing Mediation and Negotiation

Al can improve multilingual communication in international negotiation and mediation processes
through tools such as real-time translation and sentiment analysis. These technologies reduce language
barriers, facilitate communication between parties, and make negotiation processes more efficient.

In cross-border commercial and civil disputes, Al-integrated Online Dispute Resolution (ODR) platforms
use sentiment analysis to analyse parties’ communications and emotions to identify escalating tensions
(Vaishali; Vallimayil, 2025).

5.2 Risks

5.2.1 Bias and Exclusion

The outputs of Al-based mediation systems can be biased based on the data upon which the model is
trained. This is a particular issue in conflict-affected countries, where vulnerable populations may not
have the devices, connectivity, or digital literacy to participate in Al-enabled community engagement.
Clustering models designed to find patterns in qualitative interview data may exclude marginalised and
minority voices, exacerbating existing power imbalances (Belfer Center, 2026).
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5.2.2 Escalation

In negotiation simulations, Al seeks escalation significantly more frequently (Rivera et al., 2024). Al
systems operate exclusively according to rational, efficiency-based behavioral patterns and lack de-
escalation dynamics. This often leads to different outcomes than to negotiations led by human
mediators, applying aggressive pressure early and rarely recommending concessions.

5.2.3 Undermining Trust
The use of Al in mediation and negotiations may undermine the public’s trust in the legitimacy of the
process.

5.3 Governance

5.3.1 Human Mediation

Human mediation should remain at the centre of Al-assisted negotiation and conflict resolution
processes. Al should function as a support tool, enhancing mediators’ and negotiators’ ability to analyse
information and manage complex negotiations. Human mediators and interpreters remain essential to
ensure contextual understanding, cultural sensitivity, ethical judgment, trust-building between parties,
and the accurate interpretation of diplomatic nuances.

5.3.2 Transparency and Accountability

Transparency must be ensured both within a country and at the international level as a prerequisite for
successful and ethical negotiations. Only by disclosing the underlying mechanisms can public trust be
secured. Similarly, in international negotiations, the use of Al and the processing of the data involved
should be transparently disclosed to lay the groundwork for successful cooperation. While the
programs and datasets used can generally be disclosed, it remains particularly difficult to present the
decision-making processes of Al systems themselves in a fully traceable manner.

5.3.3 Inclusive Peace Processes

When using Al-assisted tools to collect and represent views within a peace process, the data collection
and analytical tools should be specifically designed to represent all population groups, including
minority and marginalised voices. Specific support and training should be provided to areas of the
population that lack the technology or skills to participate. Analytical algorithms should avoid overt
clustering and grouping to ensure all views are represented in conclusions.

6. Peacekeeping and Justice

6.1 Technical Al Applications

6.1.1 Legal Mapping: Al-Supported Refugee Rights Analysis

RiIMAP is UNHCR'’s online tool that shows, country by country, which rights refugees, asylum-seekers,
internally displaced and stateless people have in law, and where protections are missing. In the
peacekeeping and justice stage, this helps reveal legal gaps affecting safe return, documentation,
housing, work and services (UNHCR, 2026). Its Al-powered Virtual Legal Assistant uses large language
models and smart search to quickly locate and summarise relevant legal texts, which lawyers then
review and refine. Al is therefore used to accelerate and scale rights-focused legal analysis after conflict
(Al for Good, 2026).
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6.1.2 Urban Recovery: Al Used to Classify Damaged Buildings

In Harasta, Syria, the project combines maps, satellite imagery and building-level information gathered
by local volunteers to see which areas are destroyed and which remain habitable. This supports
peacekeeping by guiding decisions on where families can safely return and where to prioritise
reconstruction and services. Al comes in by training image-analysis programmes on photos so they can
automatically sort buildings into categories like “destroyed” or “partly damaged” (Rifai et al., 2026). It
thus turns fragmented local evidence into a coherent damage profile for recovery planning.

6.1.3 Arrival Prediction: Al Used to Anticipate Refugee Movements

In Uganda, the World Bank uses an Al model to predict refugee arrivals from the Democratic Republic
of the Congo and South Sudan by examining patterns in conflict, climate, economic data and other
signals. This is relevant to peacekeeping because accurate predictions allow Uganda to activate
contingency funds and expand schools, clinics and water systems months before large inflows, easing
pressure on host communities and improving support for refugees. The machine-learning model, tested
on new data, can forecast short-term arrival trends with over 80 percent accuracy (World Bank Group,
2025), triggering early mobilisation of the national response fund. Here Al is used to plan ahead, making
post-conflict support more proactive rather than purely reactive.

6.2 Risks

6.2.1 The ‘Black box’ Issue

In all three cases, the systems make decisions, but how they reach those decisions is not clear to either
the people affected or the staff who use them. In Harasta, convolutional networks classify buildings
using patterns in images that cannot be translated into simple, readable rules, while in Uganda the
forecasting model combines more than 90 variables in ways that no one can fully trace or explain. As a
result, neither side can say why a particular house is marked as damaged, why a service is denied, or
why a movement is flagged as risky, which makes meaningful contestation impossible. In post-conflict
conditions, this lack of clarity turns technical error, loss of housing, denial of services or even
persecution into outcomes that are effectively unappealable.

6.2.2 Bias and Lack of Accountability

The data on which Al is trained in post-conflict settings are already incomplete and politically filtered,
which produces distortions under the appearance of objectivity. RIMAP’s dashboards depend on
reporting from UNHCR country offices, allowing politically sensitive states to under-report and shape
the global picture in their favour. Harasta's models inherit the bias of volunteer labellers, and Uganda’s
forecast reflects the bias of variable selection. These distortions are almost never independently
audited, turning biased outputs into instruments of selective pressure and legitimation without
accountability for their consequences.

6.2.3 Data protection and cross-border flows

Legal records, damage assessments, and demographic forecasts are transferred between institutions
and states without transparent rules on storage or reuse. This can lead to data reaching a party linked
to the previous conflict, while data subjects are unable to withdraw consent or trace the path of their
information. In 2021, UNHCR shared biometric data of Rohingya refugees with Bangladesh, which then
passed it to Myanmar, the very state from which they had fled, turning data collected for protection
into a tool for identifying a persecuted group (Human Rights Watch, 2021). Without mandatory
standards for data minimisation, purpose limitation, independent oversight, and a ban on transfer to
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non-humanitarian actors such systems convert humanitarian infrastructure into a channel for
surveilling the vulnerable.

6.3 Governance

6.3.1 Rule on explainability and the right to contest

“Any Al system whose outputs affect the legal status, property, or access to services of displaced
persons must provide a human-readable justification for each decision and ensure an accessible
mechanism for contesting it, with mandatory human review.” This can be embedded as a binding norm
in the mandates of UN agencies (e.g. UNHCR, IOM, WFP) and in contracts with vendors, and as a legal
requirement in the data protection laws of post-conflict states.

6.3.2 Rule on data protection and prohibition of reuse

“Data collected under a humanitarian or protection mandate may be used only for the originally stated
purposes; its transfer to security, border, intelligence, or other non-humanitarian actors is prohibited,
and cross-border transfer requires a documented risk assessment for the affected population.” The
reason for this rule is that information given in trust for protection can easily become a tool of harm if it
is reused or shared without strict limits. Strengthening UNHCR’s Data Protection Policy and the ICRC
Handbook through such a clause would make it clear, in internal standards and bilateral agreements,
that humanitarian data must not be handed over to authorities or contexts where it could contribute to
surveillance, discrimination or persecution.

7. Conclusion

This paper set out to trace how artificial intelligence is used across the conflict cycle, from early-warning
systems in periods of latent tension to targeting tools at the height of escalation, negotiation-support
platforms during de-escalation, and damage assessment or refugee prediction tools in the aftermath. It
is present throughout, and its role tends to grow as a conflict progresses. The paper does not take a
position on whether Al should be used in these contexts. That decision has largely already been made
by the states and organizations using it. These technologies are already employed in conflict settings,
including early identification of risks, faster analysis during crises, improved humanitarian planning, and
broader participation in peace processes. The challenge, then, is not the existence of Al, but ensuring
that its use does not create greater risks than the problems it aims to solve.

Across every phase examined, the same problems recur. Outputs are difficult to explain, the window for
human review before decisions are acted on is shrinking, and accountability structures, particularly
around commercial suppliers of military and security systems, have not kept pace with the technology.
Addressing this does not necessarily imply new legal frameworks. International humanitarian law and
international human rights law already apply to Al systems used in conflict. The gap thus remains
mostly in implementation. Effective governance should focus on keeping human judgment at the center
of Al-supported decisions. This means establishing minimum standards for human review, mechanisms
to explain Al-generated outputs, and clear lines of legal responsibility when something goes wrong,
including for the private companies developing or operating these systems. Additionally, Al adoption in
conflict settings is moving faster than international consensus. States, militaries, and international
institutions are making decisions about its use now, in real conflicts, with real consequences for real
people. Its future role in international peace and security will depend on the governance choices made
today. With appropriate safeguards, it can strengthen prevention, response, mediation, and recovery.
Without them, it risks accelerating and transforming the nature of conflict itself.
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